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Abstract: In abstract algebra, homomorphism is a structure preserving map between two
algebraic structures. In homomorphic cryptosystem the user can perform operations on the
encrypted data without decrypting the data and get the same result as performed on the original
data.In this paper we introduce HX homomorphic encryption techniques.
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1. Introduction
Ring theory has been used in cryptography and many other computer tasks.
The inclusion of ring theory in digital images, it is achieved by considering the image like a matrix in
which the elements belong to finite cyclic ring Zn. Therefore the use of ring theory could be a good
structure when one desires to juxtapose images due to the digital images present cyclical properties
correlated with the pixel values. This property will allow to increase or decrease the difference among
and will make possible to find the edges in the analysed images. The original message is called the
plain text. The coded version is called the cipher text. The process of changing plaintext into cipher
text is called coding or encryption. The process of changing cipher text back into plaintext is called
decoding or decryption. Encryption is the transmutation of information into a cryptographic encoding
that cannot be read without key. Encryption stratagem is additively homomorphic if there is a coherent
estimable operator * on cipher texts such that co * ciis a valid cipher text that decrypts to the sum mg +
m1. If such operator * exists then the encryption and decryption functions are homomorphism, hence
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the name homomorphic encryption. By running a sequence of mathematical operations, called an
algorithm, on the binary data that contains an image, encryption software changes the values of the
numbers in a foreseeable way. An image encrypted using homomorphic encryption scheme and can be
accessed by deliberated persons by decrypting it using homomorphic decryption scheme.
Homomorphic cryptosystem has been widely used all over the public cloud. There are two
homomaorphic characteristics one is additive homomorphic property of the Paillier algorithm and the
other is multiplicative homomorphic property of RSA algorithm. A homomorphic cryptosystem has
the property that when any specific algebraic operation is accomplished on the data input before
encryption, the resulting encryption is same as if an algebraic operation is executed on the data input
after encryption. In 1978 Rivest-Shamir-Adleman (RSA) [9] first researched the design of a
homomorphic encryption scheme which is the suitable public key crypto system. In that paper he
noted that addition to the algebraic system of the user, we shall need another algebraic system of to be
used by the computer system. Encoding and decoding shall then mean mapping elements from one to
another or vice versa, respectively. In order for the system to be able to operate on the (encoded) data
base without decrypting it, the decoding function should be a homomorphism. In 1999[7] Pascal
Paillier, created an algorithm for public key cryptography. This algorithm is an additivehomomorphic
cryptosystem. A remarkable feature of Paillier cryptosystem is its homomorphic properties along with
it non-deterministic encryption. In 1988, Professor Li Hong Xing [4] proposed the concept of HX ring
and derived some of its properties. In HX ring theory we have discussed so many properties under
homomorphism. Discussing the same techniques under HX ring theory will yield a better result.

2. RSA algorithm
2.1 Key generation algorithm

Key generation is the process of generating keys in cryptography. A key is used to encrypt
and decrypt whatever data is being encrypted or decrypted. This algorithm takes security parameter as
an input and produces secret key as output.

2.2 Encryption and decryption algorithm(RSA)

Read the input image. Select two distinct big prime numbers p and g which are used for
calculating private key and public key. (When the value of prime numbers become smaller, the output
result become poor, hence we have to select large prime numbers). Calculate n = p.q, ¢ (n)=(p-1)(g-
1), ¢ is Euler’s totient function. Choose an integer ‘e’ such that 1<e< ¢ (n), gcd (e, ¢ (n)) =1.
Encrypted image is C = E(PT) =M® mod n. Decryption algorithm is a deterministic algorithm which
takes cipher text, secret key as an input and produces a plaintext as an output. M =D(CT)= C% mod n.

2.3 Key space analysis

Key space analysis is a conception which governs the range of number of bits need to be
used for a secret key. Key with more number of bits results in depletion of execution speed and a key
with less number of bits will make attacks easier for prowlers. In order to provide more security, key
space should be less than 22,

3. Homomorphism of HX ring

Definition 3.1 HX ring
Let R be aring. In 2R — {¢}, a non-empty set R 2R — {$} with two binary operations ‘ + * and
‘" is said to be a HX ring on R if R is a ring with respect to the algebraic operation defined by
i A+B={a+b/aecAandb e B}, which its null element is denoted by Q , and the
negative element of A is denoted by — A.
ii. AB={ab/acAandb e B}
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iii. A(B+C)=AB+ACand (B+C)A=BA+CA.
That is, let R be a nonempty subset of Po(R) such that R forms a ring under the operations (i) and (ii).

Example 3.2 Let C° be the set of all nonzero complex numbers. The operations “®” and “®” of C° are

In|b|
defined as follows ,a @b =ab and a ®b = |a| for all a,be C°. Then (C°®, ®) forms a ring.
Let I=(1,0)andH={1,1,i,-i }then R ={a®l/a € H}isan HX ringon (C°,® , ®).

Definition 3.3 HX Ring homomorphism
A mapping f from a HX ring R1 to a HX ringR> is said to be a homomorphism if
forany A, B ek,
i. f(A+B)
ii. f(AB)

f(A) + f(B)
f(A)f(B).

Definition 3.4 Homomorphic encryption

Any encryption algorithm E( ) is said to be homomorphic if, given E(A) and E(B),
one can obtain E(A®B) without decrypting E(A) and E(B). E(A®B) = E(A) ® E(B) where ® and ®
can be addition or multiplication. A decryption D( ) is said to be homomorphic if
D(E(A)®E(B)) = D (E(A® B)) and D (E(A) ® E(B))= A @ B.

Paillier support homomorphic operation of addition modulo n over the plaintext. RSA supports
homomorphic operation of multiplication modulo n.

HX Homomorphic encryption

Assume that plaintexts forms a HX ring (P ,+, .) and cipher texts forms a HX ring (C, +,.)
then the encryption algorithm E is a map from a HX ring P to a HX ring C. That is, E: PC is either a
secret key or a public key. For all A and B in P and if E(A) ®E(B) = E (A®B) the encryption scheme
is homomorphic.

Example of homomorphic encryption and decryption(RSA)

Fig.1 illustrates an example of the proposed homomorphic encryption method using RSA
algorithm. Ciand C, are encrypted images of the original images M; and M, C1XC; is a valid
encryption of M1,M,. The purpose of the proposed method is to safely share a secret image where
pixels were grouped to reduce the load of encryption at each step. Therefore, basic mathematical
homomorphic multiplication process is applied. Incremental multiplication of each encrypted image
with another encrypted image results in a new encrypted image, which is sent into the homomorphic
multiplication process till the secret encrypted image is input to give the final encrypted image. The
decryption process is nothing but the reverse process of encryption. Since RSA is multiplicative
homomorphic, the operations are changed to multiplication. Let p=23, g=13,e=5,d=53, M1(1,1) =146;
Ma(1,1) =178; C1(1,1) =269; C»(1,1) =159;C1 XC(1,1)=42771
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Fig.1

Overview of proposed method

Fig. 2 and Fig. 3 describes the purpose of the proposed scheme to securely share a secret
image. If the number of rows and columns are not even by inserting arrow or column we will make
into even. In order to form sets from each row first let us divide the elements(pixels) by number two.
Since the number of elements in the row are even we will get i/2 number of sets( i- number of pixels in
each row). Using maximum operation we compare the pixel values within the set and the maximum
value obtained is transferred to another matrix and placed in its position and the minimum values
were omitted. This will reduce the processing time and save the storage space. In this process a set is
considered as an element. At the receiving end multiplicative homomorphic property is applied

(during the extraction process).
( START )

A 4
INPUT IMAGE

v

r—{ CONVERT INTO MATRIX
YES

CALL ENCRYPT CALL ENCRYPT

INSERT N+1 INSERT M+1

Fig. 2
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C START n )

MATRIX

v

DIVIDE THE ROW ELEMENTS BY TWO

v

LOCATE SET OF ELEMENTS IN NEW ARRAY- A2[]

T T —

RETURN MAX A2

v

YES

| LOCATE ELEMENT IN A[ i ] i‘
A 4
( END >
Fig. 3

4.Conclusion:

In this paper we proposed a method for sharing a secret image by multiplicative
homomorphic property of RSA cryptosystem using the concept of HX ring theory. By grouping the
elements in a row we can reduce the calculation time during encryption process and hence we can save
storage space. At the same time decrypting the cipher text also takes considerably lesser time.
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