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ABSTRACT. Today’s world has watched the accumulated of data through social
media such has Facebook and Twitter, that are increased enormously day by
day. Using these social media, user post or tweet on many topics from any-
where within the world through the web. This social media analysed data need
security, and also available more algorithm like AES, DES, Salsa, and etc... In
In this paper, discuss two existing algorithm such has AES and Salsa and pro-
posed RB20 method by modifying the Salsa. The proposed method has five
processes. The first process is identifying the prime number in the given ma-
trix. The second process is to find a perfect numbers. The third process is to
merge all perfect numbers into a single row. The fourth process is to form a pair
from left to right side from third process. The fifth process is to swap the cell
values with the help of pair from given matrix. The proposed method calculate
the time and compared with both AES and Salsa.The proposed method has very
good security while compare to both existing algorithms.

1. INTRODUCTION

During the previous years, the global has watched the rise the huge social
media information hold on Facebook and Twitter. They are used by multi-user
to post on any topic in the social media through the internet. This post used to
make the polarity scores. This analysed score has low security. In default, Face-
book and Twitter analysed data does not have good security. To overcome this
problem. Daniel Bernstein introduces Salsa, a family of stream ciphers, which is
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focusses on encryption process. Salsa20 handle the keys of 128 bits and 256 bits,
but Daniel Bernstein recommended the 256 bits keys. Salsa20 introduced by
Daniel Bernstein, and it has 20 rounds, is faster than the Advanced Encryption
Standard (AES) and provide the better security. The Salsa20 reduced versions
are Salsa20/12, Salsa20/8, Salsa20/7, Salsa20/6, Salsa20/5, and Salsa20/4.
Salsa20/4 process only 3 rounds only because first round has no changed. It is
mainly process on encryption speed when compare to other Salsa20 versions,
and it does not focuses the data security. To overcome these drawbacks of
Salsa20/4 for securing the data, a new method Rajaprakash Bagathbasha20
(RB20) is proposed in this present work. Hongjun introduced the cipher attack
in 2002 and apply to the Salsa20. It’s used flexible rounds and every round
is independent number of rounds [1]. Studied the proposed chaotic Salsa and
Salsa20/4. It’s wont to compare the diffusion level and speed [2].

Studied and improved the correlation attack between ChaCha8 and Salsa20/9.
they’re mainly analyze the reducing of complexity of the previous attack [3].

Salsa20 family improved the cipher attack and its best attack model are
Salsa20/12 and Salsa20/8 [4]. Studied the ChaCha and Salsa reduced rounds,
they proposed new algorithm is Probabilistic Neutral Bits. This algorithm is
quicker than the previous attack [5].

Enhanced the attack on 128 key bits of ChaCha6 and Salsa7 [6]. Enhanced
the attack of Salsa8 and ChaCha7 with proper choice of IVs [7]. Salsa20 stream
cipher cryptography algorithms were apply the talk data. This algorithm is es-
pecially wont to study the time interval is silently fast, 1st packet takes a cou-
ple of milliseconds and 2nd packet takes one millisecond. The performance
of the results show the Salsa20 is best within the data security [8]. This au-
thor provides the 3D security like user authentication, encrypted data during
transit and encrypted data at rest. This 3D wont to increasing the buffer size,
reduces the loop iterations and consequently reduces the general encryption
time on ChaCha20 [9]. Proposed Salsa20/20 design which is quicker than AES
and Salsa20 family gives more importance for encryption speed [10]. Proposed
SRB21 methodology has interchanging the secret key and prime number secret
key [11].



The proposed RB20 method has five processes. The first process is identifying
the prime number in the given matrix. The second process is to find a perfect
numbers. The third process is to merge all perfect numbers into a single row.
The fourth process is to form a pair from left to right side from third process.
The fifth process is to swap the cell values with the help of pair from given
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2. METHODOLOGY: RB20 METHOD

matrix as shown in Table 1.

TABLE 1. RB20 METHOD

STEPS

RB20 METHOD

Extracting the data from Facebook and Twitter.

Analysed twitter or facebook data are stored in the matrix A.

Identifying the prime numbers in the Matrix A.

HIWIN

PN = (e#71)(e¥) — 1 Equation (1) where PN is perfect number,
e is integer number, e>=2, and k is prime number from given
Matrix A.

Number of perfect number are derived from step 4.

To merge all the perfect numbers into a single row.

To form a pair of numbers from left to right from Step 6.

||| U

Each and every pair should swapped cell values from given ma-
trix.

3. IMPLEMENTATION OF RB20 METHOD

This section explained the RB20 method below

A:

~N &~
oo ot o
O O W

where A is analyzed twitter or facebook data matrix [12].

By applying equation "(1)".
Finally, PN = 6284968128.
Pair of perfect numbers (6,2)(8,4)(9,6)(8,1)(2,8) as shown in Table 2.
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TABLE 2. PERFECT NUMBERS

STEPS | e value | K value | PN

1 2 2 6

2 2 3 28

1 2 5 496
1 2 7 8128

Step 1: The first pair of perfect number (6, 2) should be swapped in the given
matrix.

FPN =

~N &~
co ot >
© N W

where FPN is first pair of perfect number.

Step 2: The second pair of perfect number (8, 4) should be swapped from FPN
matrix.

SPN =

~N 0o
B~ ot O
© N W

where SPN is second pair of perfect number.

Step 3: The third pair of perfect number (9, 6) should be swapped from SPN

matrix.
1 6 3
TPN =18 5 9],
7T 4 2
where TPN is third pair of perfect number.

Step 4: The fourth pair of perfect number (8, 1) should be swapped from TPN
matrix.

FOPN =

~ 00
S L=
N O W

where FOPN is fourth pair of perfect number.
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Step 5: The fifth pair of perfect number (2, 8) should be swapped from FOPN
matrix.

FIPN =

- 00
S Ot =
N O W

where FIPN is fifth pair of perfect number.

Finally, the original matrix could be encrypted successfully.

4. CONCLUSION

The proposed method RB20 by modifying the Salsa to enhance further secu-
rity. RB20 algorithm compared with AES and Salsa algorithms; 1) N round in
RB20, 16 round in AES, and quarter round in Salsa; 2) Time is high both RB20
and AES, and time is less in Salsa; 3) Security is more high in RB20, Security is
good in AES, and Security is less in Salsa; 4) Prime number used in rb20 and
no prime numbers both AES and Salsa. The proposed method provides high se-
curity because of prime perfecr numbers data while compared to both existing
algorithms. In future, to add more operations for data security.
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