Advances in Mathematics: Scientific Journal 9 (2020), no.7, 5105-5113
BBV ML ISSN: 1857-8365 (printed); 1857-8438 (electronic)
https://doi.org/10.37418/amsj.9.7.76 Spec. Iss. on AMABDA-2020

WEB-ACL BASED DOS MITIGATION SOLUTION FOR CLOUD

GAYATHRI R.!, RAJIV VINCENT, M. RAJESH, ARUN KUMAR SIVARAMAN,
AND A. MURALIDHAR

ABSTRACT. TodayAAZs internet community is vulnerable to wide range of at-
tacks due to its interconnected nature. Denial of Service poses a serious threat
due to prevalence of hacking tools which makes such attacks more common.
DoS is more disruptive as it completely compromises the availability constraint
of a web service or online service. Mitigation solutions are numerous based on
several researches but none stands to be efficient in overwhelming or counter-
ing such attacks. Hence a detailed analysis about the existing technologies in
cloud platform along with the mitigation measures are essential, which helps
in yielding most prominent and promising solution. This study focuses those
aspects and as an outcome web based ACL is proposed which helps in filtering
the DoS attacks before it reaches the application itself. Web-based ACLAAZs
are effective in filtering and differentiating the incoming traffic based on the
rules defined. The rules for DoS detection are defined based on the dataset
analysis of KDD for analysing the patterns and arrived at an efficient solution.
The efficiency of web ACL is tested in Amazon Web Services (AWS) console and
effectiveness in filtering is formulated.

1. INTRODUCTION

Internet is a wide scale of networked systems which operates together for
offering numerous service categories. The World Wide Web acts as a major driv-
ing force as it attracts more than one million new users in a day. The rapid
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development of information technology with increased storage, computing ca-
pabilities, and decreased costs makes it more affordable and pervasive. The
current technological advancements with a tremendous increase in the comput-
ing power pave way for the rise of numerous security violations. The cyberspace
is the interconnected ecosystem that poses inherent vulnerabilities that cannot
be removed as the entry points are innumerable.

The current scenario monitors and controls the critical infrastructure which
in turn is exposed to risk factors such as the interconnectedness of sectors, pro-
liferation of exposure points and concentration of assets. Ensuring integrity
and availability in such cases are essential for the economy, public safety, and
national security. Attacks on online services are growing in both quantity and
sophistication. A successful attack creates a major impact on internet-connected
services and makes it irreparable. The consequences in security breach affect
all common categories of financial, legal and reputation sectors. The massive
attractive features and pay-as-you-go model of cloud computing draws the at-
tention among 70% of the organizations to migrate their services to cloud. De-
nial of Service (DoS) is the widely prevalent security attack which disrupts the
online services. The same DoS arriving from multiple sources are termed as
Distributed Denial of Service (DDoS) attacks. According to the annual cyberse-
curity report of cisco [1], 42 % of the organizations experienced DoS attacks in
2017. Second Life reported the prevalent DoS attack in the year 2018 where
the complete portal is down for 24 hours. In 2018, security researches detected
a new botnet named chalubo [2], which is mainly designed for launching the
TCP-SYN attack.

Early detection of DoS is essential as it completely disrupts the availability
constraint of online services. Cloud computing is the current technology which
is uniquely adopted in almost all organizations for various scenariodAZs due to
its simplicity, elasticity and rapid scaling capabilities.

2. BACKGROUND AND IMPACT OF DOS

The power of current technologies indirectly contributes to the launch of large
scale DoS attacks. These attacks exponentially increase the number of requests
at the target by increasing the attack power. This, in turn, increases the diffi-
culty of attribution as the true attack source is harder to identify. DoS affect
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organizations in terms of both cost and time while the resources, services are
inaccessible. If the critical infrastructure of an organization goes inaccessible, it
leads to a severe business loss where it is the loss of customers in terms of e-
commerce. According to the recent report of Amazon Web Services (AWS), even
a 100-millisecond delay in response time causes a 1 % drop in the overall sales.
Any company losing its reputation due to DoS, witnesses the switching of its
customers to an alternate option as they candAZt afford to have an unavailable
service.

Detection and Mitigation of DoS attacks yield topmost priority as it disrupts
the CIA (Confidentiality, Integrity, Availability) triad which is the backbone for
internet services. If any online services failed to address the concerns related to
CIA, heavy financial loss and loss of reputation occurs which even includes the
loss of customeraAZs trust. According to the DoS attack statistics represented
in Fig. 1, the frequency of DoS attacks is increasing every year. The volume of
DoS attacks is growing abruptly as it begins with 0.4 GB in the year of 2000 and
reaches approximately 500 GB in the current year. It is impossible to handle such
a large volume of incoming attack traffic by the traditional defense mechanisms
which in turn creates a way for the emergence of advanced methodologies.

DoS Statistics
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FIGURE 1. DoS Statistics
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e Scholarly challenge
e Administration inaccessibility
e Cyberwarfare

3. ROLE OF MTD IN DOS DETECTION

In spite of the advancements, the DoS attacks are launched by exploiting
the loopholes in the protection methodologies. Hence an effective DoS defence
strategy is still an open challenge. In addition to the traditional defence mea-
sures firewall and intrusion detection systems, the updated techniques such as
dynamic packet marking, packet filtering, header inspection and Simple Net-
work Management Protocol (SNMP), Moving Target Defence (MTD) also joins
hand in the process of detecting TCP-SYN based DoS attacks. The MTD based
techniques for shuffling the incoming requests, additional capacity for instantiat-
ing server nodes, attack isolation using head proxy [6], authentication through
Proof-Of-Work (POW) [7], MOTAG for proxy relocation [8], proxy harvesting
attack [9] [10] are the more common strategies adopted in the current tech-
niques. Each technique addresses the DoS mitigation in an efficient way but
the drawbacks incurred should be given more priority as the effectiveness of the
solution is merely based on those constraints.

In the detection procedure of SNMP, the MIBs tcpAttemptFails and tcpOutRsts
[31[4][5] are utilized which verifies how many numbers of incoming requests
are getting mapped to failed and reset requests. Based on such observations,
traffic differentiation between normal and attack ones are achieved. The MTD
techniques attempt to yield better results to avoid DoS by continuously changing
either the location or defence procedure of the resources through the advanced
measures as listed below:

e increased uncertainty

e limited exposure to vulnerability
e reversed asymmetric situation

e frequent target change, and

e Increased resiliency
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4., MTD BASED DOS ARCHITECTURE

Diversity and Redundancy are the identified Moving Target Defence strate-
gies in order to create uncertainty and randomness in the attack paths directed
to the webserver. Such measures increase the uncertainty, cost, and complex-
ity for attackers, limits the exposure to vulnerabilities and increases overall re-
siliency by decreasing the attack probability. Current MTD techniques lack in
terms of quantitative measures for evaluating the effectiveness of MTD tech-
niques. Attack probability and cost measures are considered to demonstrate the
effectiveness of MTD system.

Mitigation of DoS attacks is a critical concern in the current computing sce-
nario as it disrupts the baseline of an organizationdAZs function by degrading
its service and performance. The role of mitigation is to provide complete pro-
tection of the targeted resources from DoS attacks. In general, such protection is
achieved through the specially designed network equipment or any other cloud-
based protection service. The traditional mitigation approaches failed to prove
its effectiveness due to the advanced attacking tools. Complete mitigation of
DoS is an open challenge as achieving it will increase the complexity of protec-
tion methods. Hence there is a need for an efficient strategy that is satisfied by
the Moving Target Defence technique.

A dynamic moving target attack surface creates numerous difficulties against
attackers. This equalizes the playing field between defenders and attackers.
MTD belongs to the proactive category which attempts to nullify the attacks by
introducing uncertainty during the attack reconnaissance and planning phases.
Such uncertainty could be achieved by frequent, random changes in the system
configuration to make it unpredictable by the attackers. In general, the various
MTD methods can be grouped in one among the three main categories as listed
below:

(1) Network-level MTD
(2) Host-level MTD
(3) Application-level MTD

The network-level MTD refers to changes that are made in the shape and
structure of the network graph which includes uncertainty in terms of IP-hopping,
randomizing port numbers, dynamic port mapping and fake listing hosts. The
host-level MTD focuses on changes concerning the host and operating system
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by changing its naming and configuration. The application-level MTD includes
version and randomly arranging memory layout.

4.1. Components of MTD. To have a clear understanding of MTD systems,
the components needs to be explored as it plays a major role. Through the

MTD components, complete detection architecture of MTD could be drawn as
depicted below:

(1)

(2)

(3)

4)

MTD technique (What-to-Move): This MTD technique identifies the
component to be modified to introduce complexity to the attackers.
These components can vary from identities within the network to phys-
ical devices.

MTD approach (When-to-Move): It describes the logic used when and
how often to modify the configuration to protect it from attackers. Var-
ious methods are available to carry out this including pseudo-random
and game-theoretic approaches.

Applications of MTD: It identifies the area of the MTD system which
is applicable to hinder reconnaissance efforts or to protect against un-
wanted modification and analysis.

Evaluation methods: It defines methods to evaluate whether the cho-
sen MTD methodology is effective or not. There are numerous defini-
tions to assess the same.

5. ACCESS CONTROL LIST (ACL) FOR DOS AVOIDANCE

Based on the initial analysis about the patterns of DoS from KDD dataset and
from SNMP experimental set up the metrics count of incoming requests, arrival
rate, request size, IP address, established connections are considered and ACL
rules are formulated based on the inferences.

» DoSFilterACL1: (Mode: count)
Contains rule to validate HTTP methods in incoming requests
» DoSFilterACL2: (Mode: count)
This contains rule to validate the pattern of URI in the incoming requests.
» DoSFilterACL3: (Mode: count)
Contains rule to check the pattern of Request Size in incoming requests extracted
from the HTTP Body
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» DoSFilterACL4: (Mode: count)
Contains rule to check the type of User-Agent extracted from the HTTP Body

» DoSFilterACL5: (Mode: Block)
Contains rule to check the pattern of known vulnerabilities in Windows

» DoSFilterACL6: (Mode: Block)
Contains rule to check the pattern of known vulnerabilities in Linux

» DoSFilterACL7: (Mode: Block)
Rate limits maximum number of requests permitted from a single IP address
in a 5-minute period. It considers the request that match the criteria in rule
statement.
The effectiveness of ACL is evaluated based on the attack probability success
rate which is depicted in Figure 2.

—a— Attack Success Rate
—a— Attack Success Rate (Proposed)
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FIGURE 2. Probability of Attack Success Rate

In MTD, attack uncertainty could be achieved. Hence on analysing the tech-
nological importance and prevalence of both methods, we have proposed and
implemented web based ACLAAZs for blocking the DoS attack traffic based on
the metrics derived from the existing literature and results are formulated with
respect to the attack success rate. Even if number of users is increasing, the
attack probability remains the same as less than 0.1. Hence this type of measure
is efficient in mitigation DoS attack.
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CONCLUSION AND FUTURE WORK

This work demonstrates the adoption of MTD strategies in order to avoid DoS
attacks in the cloud environment. Though the proposed SNMP MIBs early DoS
detection is achieved in the current computing scenario. The reconnaissance
and attack planning phases are eliminated through the MTD concepts. Intro-
ducing uncertainty in such phases forces the attacker to use advanced exploiting
tools and consumes more time, cost. The attackers usually adapt to known ex-
ploitable tools and attacking methods to launch an attack in a shorter duration
with reduced costs. If the cost aspect of attackers is disturbed, the time taken
to launch attacks will be more, and the same has been evident based on our
probability of attack success rate value. Increase in the ACLAAZs specific to the
pattern of DoS in the incoming traffic reduces the attack success rate.

The current work failed to ensure the performance of DoS detection under
complex real-time scenarios. Thus, the integration of a scalable algorithm with
less complexity for the current computing scenario can be employed in the fu-
ture. Thus, in turn, it helps to enhance the DoS mitigation process.
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