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A SECURE DIFFIE-HELLMAN ENCRYPTION SCHEME
OVER ELLIPTIC CURVES USING GOLDEN MATRICES

RAVI KUMAR BORA1, S. ASHOK KUMAR, L. KISHORE KUMAR, AND N. SURENDRA

ABSTRACT. In this paper, we proposed a secured Diffie-Hellman encryption
scheme over the elliptic curves based on golden matrices. This algorithm works
with a bijective function defined from the points on the elliptic curve to ASCII
characters. The additional private key has been generated by the matrix, ob-
tained from golden matrices.

1. INTRODUCTION

In 1976, Diffie and Hellman developed the public key cryptography depen-
dent on the use of two keys one is a personal key and the other a more or less
similar public key form user name and password [1–3]. Most personal key prob-
lems have been overcome after the creation of public key cryptography. Public
key authentication is the creation of enormous development in the past of cryp-
tography [7, 8]. Elliptic Curve Cryptography (ECC) is one of the main crypto
systems for public key that also ensures better safety bit than other public key
crypto system known today and ECC can utilize significantly shorter key and of-
fer the equal rate of safety as other much larger asymmetric algorithms, thereby
reducing processing overhead [4, 5]. Protection of these public key crypto sys-
tems depends on number of computational problems which are well known to
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perform as one way. The key agreement protocol of Diffie-Hellman is often used
to secure key exchange through public networks [6].

2. FIBONACCI Qα -MATRIX

The number theory of Fibonacci determines the prospect of modern utilization
for technical outcomes view in last decades [10, 17]. The Fibonacci Qα matrix
was suggested in [14], where

Qα =

(
1 1

1 0

)

is derive from the recurrence relation of Fibonacci
Gϑ′ l+1 = Gϑ′ l + Gϑ′ l−1 with Gϑ′1 = Gϑ′2 = 1 . Later Qα was extended to Qα′ for
integer l [14]

Ql
α′ =

(
Gϑ′ l+1 Gϑ′ l

Gϑ′ l Gϑ′ l−1

)
.

Consequently the similarity between det Ql
α′ and the "Cassini formula",

Det Ql
α′ = Gϑ′ l+1Gϑ′ l−1 −G2

ϑ′ l
= (−1)l .

3. THE "GOLDEN" MATRICES

The "golden" matrices [9] which are the continuous functions of the variable
being defined by A.P Stakhov with the help of the classical Fibonacci Qα -matrix
and the symmetrical hyperbolic Fibonacci functions, as follows: see [13,15,16]

Q2v
α =

(
CGsk(2v + 1) Gsk(2v)

Gsk(2v) CGsk(2v − 1)

)
(3.1)

Q2v+1
α =

(
SGsk(2v + 2) CGsk(2v + 1)

CGsk(2v + 1) SGsk(2v)

)
,(3.2)

where SGsk(v) =
τ νη − τ−νη√

5
, CGsk(v) =

τ νη + τ−νη√
5

and τη =
1 +
√

5

2
(the Golden

proportion).
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The inverse matrices for (3.1) and (3.2) are developed by A.P Stakhov [9] for
the continuous variable ν as the following form [11,12].

Q−2vα =

(
CGsk(2v − 1) −SGsk(2v)

−SGsk(2v) CGsk(2v + 1)

)

Q−(2v+1)
α =

(
−SGsk(2v) CGsk(2v + 1)

CGsk(2v + 1) −SGsk(2v + 2)

)
.

In this paper, we proposed Diffie-Hellman elliptic curve encryption scheme and
the secret key has been formed by the matrix, acquired from golden matrices
defined by A.P. Stakhov [9].

4. PROPOSED ALGORITHM

Romeo needs to send the message to Julia using Diffie-Hellman elliptic curve
encryption by using the golden matrices. Romeo prefers the elliptic curve y2 =

x3 + ux + v over the field Zp. By selecting the point Q′
= (x, y) on the elliptic

curve and a private key ’l’, Romeo has generated the public key β = lQ
′. In

this regard, Julia also has chosen a private key ’m’ and generates the public key
γ = mQ

′.

4.1. Encryption. Romeo prefers selects Julia’s public key γ = mQ
′ and then

evaluates lγ = l(mQ
′
). He chooses a point ’R’ on the elliptic curve E, where k is

the x-coordinate of ’R’, 1 ≤ k ≤ p − 2 and compute k(lmQ
′
). He needs sending

the message to Julia, he transforms the message into points on the elliptic curve
and chooses a point ’P ′ ’ which is a generator of the cyclic group of the elliptic
curve. LetA′

= {1p′
, 2p

′
, 3p

′
, · · ··, np′} and set B′ characters of ASCII. Set h′:

A
′ → B

′ as h′
(nρ

′
) = à′n where n = 1, 2, . . . which is the first step of protection.

Then the set:

(4.1) µ = {à′
1(x́1, ý1), à

′
2(x́2, ý2), à

′
3(x́3, ý3), à

′
4(x́4, ý4) . . . à

′
i(x́i, ýi)}

where à′
i ∈ A and (x́i, ýi) ∈ E . Alice chooses the initial four points à′

1, à
′
2, à

′
3, à

′
4

of (4.1) and arranges in a 2× 2 square matrix.

(4.2) ϑ =

(
à′

1 à′
2

à′
3 à′

4

)
.
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The original matrix ϑ can be viewed as a message in which there are 4 factorial
i.e. 24 variants permutations from the four points to form the matrix (4.2).
Let us fix the jth permutation by j = 1, 2, 3.....24. This is the second four point
protection step, à′

1, à
′
2, à

′
3, à

′
4 which is a permutation Pj choice. Romeo prefers

a direct "golden matrices" (3.1), (3.2) and then the enciphering matrix by taking
the personal key ’ν = y1’, which is the third step of protection of elliptic curve
encryption method, based on "golden" matrices.

ϑ×Q2y1 =

(
à′

1 à′
2

à′
3 à′

4

)
×

(
CGsk(2y1 + 1) SGsk(2y1)

SGsk(2y1) CGsk(2y1 − 1)

)
=

(
χ1 χ2

χ3 χ4

)
,

where

χ1 = à′
1CGsk(2y1 + 1) + à′

2SGsk(2y1)

χ2 = à′
1SGsk(2y1) + à′

2CGsk(2y1 − 1)

χ3 = à′
3CGsk(2y1 + 1) + à′

4SGsk(2y1)

χ4 = à′
3SGsk(2y1) + à′

4CGsk(2y1 − 1)

or

ϑ×Q2y1+1 =

(
à′

1 à′
2

à′
3 à′

4

)
×

(
SGsk(2y1 + 2) CGsk(2y1 + 1)

CGsk(2y1 + 1) SGsk(2y1)

)
=

(
χ1 χ2

χ3 χ4

)
.

Then the encrypted points are β = {χ1, χ2, χ3, χ4} . Romeo finally computes
λi = χi + K(lmQ) and R + lmQ to send the encrypted message (λi, R + lmQ)

publicly to Julia.

4.2. Decryption. To reclaim the plaintext from λi Julia has executed the de-
cryption method. First, Julia selects his own private key ’m’ and multiplies with
Romeo public key β =′ lQ

′ ’ i.e. mlQ′ then finds the inverse of mlQ′ i.e. −mlQ′

and adds −mlQ′ to the second part of the message i.e. R + lmQ
′ − lmQ′

= R.

She computes k(lmQ
′
) where k is the x-coordinate of R and evaluates the in-

verse element of k(lmQ
′
) is - k(lmQ

′
). She adds −k(lmQ

′
) to the first part of

the message χi+ k(lmQ
′
)− k(lmQ

′
) = χi.

After decryption, the recovered points has been arranged in 2× 2 matrices,

σ =

(
χ1 χ2

χ3 χ4

)
.
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Now Julia multiplies the recovered points with the inverse of golden matrix
which is a personal key.

σ×Q2y1 =

(
χ1 χ2

χ3 χ4

)
×

(
CGsk(2y1 − 1) −SGsk(2y1)

−SGsk(2y1) CGsk(2y1 + 1)

)
=

(
P11 P12

P13 P14

)
,

P11 = χ1CGsk(2y1 − 1)− χ2SGsk(2y1)

P12 = −χ1SGsk(2y1) + χ2CGsk(2y1 + 1)

P21 = χ3CGsk(2y1 − 1)− χ4SGsk(2y1)

P22 = −χ3SGsk(2y1) + χ4CGsk(2y1 − 1) .

By replacing χ1, χ2, χ3, χ4 in the above expressions we get.

P11 = [à′
1CGsk(2y1 + 1) + à′

2SGsk(2y1)]CGsk(2y1 − 1)

−[à′
1SGsk(2y1) + à′

2CGsk(2y1 − 1)]SGsk(2y1)

= à′
1CGsk(2y1 + 1)CGsk(2y1 − 1) + à′

2SGsk(2y1)CGsk(2y1 − 1)

−à′
1SGsk(2y1)SGsk(2y1)− à′

2CGsk(2y1 − 1)SGsk(2y1)

= à′
1{CGsk(2y1 + 1)CGsk(2y1 − 1)− SGsk(2y1)}2 .

Using the fundamental identity [6] the decrypted point is,

P11 = à′
1

P12 = à′
2

P21 = à′
3

P22 = à′
4 .

The decrypted points are,

ϑ =

(
à′

1 à′
2

à′
3 à′

4

)
.

Julia recovers the plain text through the decrypted points on the elliptic curve
by using the inverse procedure over characters of ASCII.
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5. CONCLUSION

In this paper, a secure Diffie-Hellman encryption scheme is developed by fram-
ing a bijective function from the points on the elliptic curve to characters of
ASCII. Choose the point R in the elliptic curve and the x- coordinate of R is
secret key k it is difficult known by any attack. The additional private key has
been generated using the matrix obtained from golden matrices. This will make
it more difficult for an attacker to break the scheme.
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