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ABSTRACT. The security of ChaCha family design from Salsa. The ChaCha de-
sign also quarter round process like Salsa. ChaCha20 versions are ChaCha
20/20, ChaCha20/12, ChaCha20/8, ChaCha20/7, ChaChca20/4 are analogue
modificaLtions of the 20-round cipher, 12-round cipher, 8-round cipher, 7-round
cipher, and 4-round cipher. These versions are compared with itself, and best
encryption speed is ChaCha20/4. This ChaCha20/4 main drawback is con-
centrate only encryption speed and little bit data security. To overcome this
drawback and proposed novel security algorithm is RB22. RB22 algorithm has
3 processes. In 1st process is column operations; 2nd process is multiplication
of secret key; and 3rd process is swap the perfect number. Finally, the RB22
algorithm has compared with ChaCha algorithm.

1. INTRODUCTION

Today’s prediction data [7] want more security, so to apply the ChaCha de-
sign family. ChaCha design from Salsa design. ChaCha family has several vari-
ant such as ChaCha20/20 that is 20 round processes, ChaCha20/12 that is 12
round processes, ChaCha20/8 that is 8 round processes, ChaCha20/7 that is 7
round processes, and ChaCha20/4 that is 4 round processes. ChaCha20/4 is
quarter round process and each process is southeast diagonal process. ChaCha
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rounds are concentrate about encryption speed and little bit data security. Au-
thor used 128 key bits for methods. Salsa20 cryptography algorithm send the
talk data through packets. This algorithm performance is good while compared
to previous algorithm. Salsa20 design is the quicker than Advanced Encryp-
tion Standard. CBB22 method is used to convert the matrix data to quadratic
form [2]. CBB21 phase 2 methods is used to swap a co-prime numbers [3].
ChaCha rounds are concentrate about encryption speed and little bit data se-
curity. To overcome this drawback, to proposed new algorithm Rajaprakash
Bagathbasha22 (RB22) in this current work.

2. METHODS

Table 1 and Table 2 are encryption and decryption.

3. ENCRYPTION

A is analyzed prediction twitter or facebook data matrix [7].
Equation "(1)"

13 12 11

19 18 17
Equation "(2)", ek=5

65 60 55

95 90 &5

"Equation "(3)" ( [4])
Pair-1 (3, 0)
80 60 55

95 90 &5
Pair-2 (1, 0)
60 80 55

95 90 85



Pair-3 (4, 0)

Pair-4 (2, 0)

Pair-5 (4, 5)

Pair-6 (3, 0)

Pair-7 (4, 0)

Pair-8 (5, 1)

Pair-9 (0, 4)

RB22 ALGORITHM FOR NEW SECURITY SYSTEM

75

95

25

95

95

95

65

95

70

95

70

95

65

95

80
60
90

80
60
90

80
70
90

80
70
90

80
65
90

60
65
90

60
70
90

%)
70
85

75
70
85

75
60
85

1)
60
85

75
60
85

75
80
85

1)
80
85

6661



6662 R. SHOBANA, R. JAICHANDRAN, M. SRISATHVIK, M. BHANU, AND P. BHUVANESH
4. DECRYPTION

"Equation "(4)" ( [4])

65 60 75
D= |55 70 80
95 90 85
where D is decrypted data matrix.
Pair-1 (4, 0)
70 60 75

95 90 85
Pair-2 (1, 5)
70 80 75

95 90 85
Pair-3 (0, 4)
65 80 75

95 90 85
Pair-4 (0, 3)
55 80 75

95 90 85
Pair-5 (5, 4)
55 80 75

95 90 85
Pair-6 (0, 2)
75 80 55

95 90 85
Pair-7 (0, 4)
60 80 55

95 90 85
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Pair-8 (0, 1)

Pair-9 (0, 3)

80
D = |65
95

65
D= |80
95

"Equation "(5)" and dk=5

"Equation "(6)"

TABLE 1. RB22 Encryption
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STEPS | RB22 ENCRYPTION

1st CA=C; <= > (Ciy(n—m)) (1) where CA is Column encrypted matrix,
C is a columns, i, n and m is column numbers

2nd A =ek.A (2).

3rd "Prime numbers in the Matrix A".

4th "PN = (eF1)(eF) — 1 (3).

5. CONCLUSION

Today’s prediction data want more security, so to apply the ChaCha design
family. ChaCha design from Salsa design. ChaCha family has several variant
such as ChaCha20/20 that is 20 round processes, ChaCha20/12 that is 12 round
processes, ChaCha20/8 that is 8 round processes, ChaCha20/7 that is 7 round
processes, and ChaCha20/4 that is 4 round processes. ChaCha20/4 is quarter
round process and each process is southeast diagonal process. ChaCha rounds
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TABLE 2. RB22 Decryption

STEPS | RB22 DECRYPTION

1st "prime numbers in the Matrix A".

2nd | PN = (d*YH)(d") -1 4.

3rd A = A/dk (5)

4th

"CA = C; < = > (Cig(n—m)) (6) where CA is Column encrypted matrix,
C is a columns, i, n and m is column numbers"

are concentrate about encryption speed and little bit data security. So we pro-
posed novel algorithm is RB22, and this algorithm has 3 processes. In 1st pro-

cess

is column operations; 2nd process ismultiplication of secret key; and 3rd

process is swap the perfect number. Finally, the RB22 algorithm has compared
with ChaCha algorithm and the RB22 algorithm has increased the security while
comparing to ChaCha algorithm. In the future, add more operations of the data
security.
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