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SECURING GENERALIZED DATA USING RB23 ALGORITHM
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ABSTRACT. The security of ChaCha stream cipher family design from Salsa
stream cipher design. The ChaCha design also ovolo round process. ChaCha20
has many versions such as ChaCha20, ChaCha2, ChaCha8, ChaCha7, ChaChca4
are analogue modifications of the round ciphers. These versions are compared
with itself, and show the best encryption speed is ChaCha4. This ChaCha4 main
drawback is only encryption speed and tiny bit data security. In this work to
overcome this drawback and proposed new security algorithm. The proposed
algorithm has two processes. The first process is analyze the possible prime
number in the given matrix. The second process is apply the possible prime
numbers in quadratic equations in the given matrix. Finally, the proposed algo-
rithm has compared with ChaCha algorithm.

1. INTRODUCTION

Today’s storage data need more security is very important to all the areas in
the world. For example, bank analysed data, social media analysed data, per-
sonal storage data, credit and debit card analysed data, and machine learning
algorithm prediction data [3]. These data want more security. To overcome
these problem to apply the ChaCha design family. ChaCha design from Salsa
design. ChaCha family has several variant such as ChaCha20/20 that is 20
round processes, ChaCha20/12 that is 12 round processes, ChaCha20/8 that is
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8 round processes, ChaCha20/7 that is 7 round processes, and ChaCha20/4 that
is 4 round processes. ChaCha20/4 is ovolo round process and each process is
southeast diagonal process. ChaCha rounds are focused about encryption speed
and tiny bit data security. To overcome this drawback, to proposed new algo-
rithm Rajaprakash Bagathbasha23 (RB23) in this current work.

Shao et al., studied the Salsa20 independent round process. Almazrooie et
al., author discuss the Salsa20/4 diffusion level and speed. Yadav et al., author
analyze the Salsa20/9 and ChaCha8, and it is used to improve the reducing of
complexity of the previous attack. Ding studied the Salsa20 family stream ci-
pher best attack model is Salsa20/8 and Salsa20/12. Dey et al., they proposed
algorithm is Probabilistic Neutral Bits. It is used to improve the current attack.
Deepthi et al., they discuss the attack model. This model used key bits is 128
key for Salsa7 and ChaCha6. Maitra also studied the attack model. This model
used for the proper choice of IVs by Salsa8 and ChaCha7. Afdhila et al., they
discuss the Salsa20 cryptography algorithm. It is used to send the talk data
through packets, and performance also good while compared to previous algo-
rithm. Parmar et al., they studied the three types of security like authentication
of user, user encrypted the data during transit and user encrypted the data at
rest. Bernstein studied the Salsa20 design is the quicker than Advanced En-
cryption Standard [1]. Bagathbasha et al., proposed the SRB21 methodology.
This methodology used to interchanging the prime number secret key and se-
cret key [2]. Bagathbasha etal., SRB18 algorithm has discuss about security of
twitter analysed data [4]. Bagathbasha etal., CBB21 Phase 2 discuss about co-
prime numbers [5]. Bagathbasha etal., CBB22 algorithm studied about prime
number and quadratic form [6]. Karthik et al., RB20 method used identify the
prime number and perfect number [7]. Rajaprakash et al., RB21 method used
to multiply the secret key and identify the perfect numbers [8]. Jaichandran et
al., author studied about movies reviews through Twitter data [9].

2. PROPOSED APPROACH

The proposed methodology RB23 with the matrix of order N by N. The pro-
posed algorithm has two processes. The first process is analyze the possible
prime numbers in the given matrix. The second process is apply the possible
prime number in quadratic equations in the given matrix. The third process is
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to merge all numbers into a single row. The fourth process is to form a pair from
left to right side from third process. The fifth process is to swap the cell values
with the help of pair from the given matrix; and shown in Table 1 and Table 2.

3. FUNCTIONING OF RB23 ENCRYPTION ALGORITHM

Encryption
The propose RB23 algorithm developing from RB20 method.
1 2 3
A=14 5 6
78 9

where A is analyzed twitter or facebook data matrix.

By applying equation "(1)"
a=2b=3,c=7
EM = (—3+£./(3%) —4%2%7)/2%2
EM = (=349 —56)/4
EM = (=3 +/47)/4
EM = (—3 + 6.85565) /4
EM=36855654
Pair of numbers (3, 6), (8, 5), (5, 6) and (5, 4).

Step 1:The 1st pair number (3, 6) should be swapped in the given matrix and
this matrix represented start from 0, 1, 2, 3, 4, 5, 6, 7, 8 and 9th cell number is
9-1.

FPN =

=~ g =
o ot N
NellNe) BNV

where FPN is first pair number.

Step 2:The 2nd pair number (8, 5) should be swapped from FPN matrix.

SPN =

B~y
co Ut N
o © w

where SPN is second pair number.
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Step 3:The 3rd pair number (5, 6) should be swapped from SPN matrix.

1 2 3
TPN = |7 5 4
9 8 6

where TPN is third pair number.
Step 4: The 4th pair number (5, 4) should be swapped from TPN matrix.

1 2 3
FOPN = |7 4 5
9 8 6

where FOPN is fourth pair number.

Finally, the original matrix could be encrypted successfully.

4. FUNCTIONING OF RB23 DECRYPTION ALGORITHM

DM =

© = =
O I N )
S Ut W

where DM is decrypted matrix.

By applying equations "(2)" a=2,b=3,c=7
DM = (=34 +/(3%) —4%2%7)/2%2
DM = (-3 4+/9 —56)/4
DM = (=34 /47)/4
DM = (—3 £ 6.85565) /4
DM = 36855654.
Pair of numbers (4, 5), (6, 5), (5, 8), and (6, 3).

Step 1:The 1st pair number (4, 5) should be swapped in the given matrix and
this matrix represented start from O, 1, 2, 3, 4, 5, 6, 7, 8 and 9th cell number is
9-1.

FPN =

© 3 =
co ot DN
o o W
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where FPN is first pair number

Step 2:The 2nd pair number (6, 5) should be swapped from FPN matrix.

SPN =

I
oo Ot N
o © w

where SPN is second pair number

Step 3:The 3rd pair number (5, 8) should be swapped from SPN matrix.

TPN =

P -
co ot DN

3
6
9

where TPN is third pair number

Step 4: The 4th pair number (6, 3) should be swapped from TPN matrix.

FOPN =

w o =
co Ot N
o O W

where FOPN is fourth pair number

Finally, the original matrix could be encrypted successfully.

TABLE 1. RB23 Encryption Algorithm

STEPS | RB23 ENCRYPTION ALGORITHM

1 To analyse the possible prime number in the given matrix.

2 EM = (—b 4 +/(b?) — 4ac)/2a. where EM is encrypted matrix, a,
b, and c are possible prime numbers (1)

3 To merge all the numbers into a single row.

4 To form a pair of numbers from left to right from Step 3.

5 Each and every pair should swapped cell values from given ma-

trix.
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TABLE 2. RB23 Decryption Algorithm

STEPS | RB23 DECRYPTION ALGORITHM

1 To analyse the possible prime number in the given matrix.

2 DM = (—b =+ +/(b?) — 4ac)/2a. where DM is decrypted matrix, a,
b, and c are possible prime numbers (2)

3 To merge all the numbers into a single row.

4 To form a pair of numbers from left to right from Step 3.

5 Each and every pair should swapped cell values from given ma-
trix.

5. DISCUSSION AND CONCLUSION

Today’s storage data need more security is very important to all the areas in
the world. For example, bank analysed data, social media analysed data, per-
sonal storage data, credit and debit card analysed data, and machine learning
algorithm prediction data. These data want more security. To overcome these
problem to apply the ChaCha design family. ChaCha design from Salsa design
and this design done only encryption speed with little bit data security. So we
proposed algorithm is RB23, and this algorithm has two processes. The first
process is analyze the possible prime number in the given matrix. The second
process is apply the possible prime numbers in quadratic equations in the given
matrix. Finally, the proposed algorithm has compared with ChaCha algorithm
and the RB23 algorithm has increased the data security while comparing to
ChaCha algorithm. In the future, to add prime number secret key operations of
the data security in the RB24 method for upcoming journals.
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