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ABSTRACT. Today people life one of the main part is data in the globe; because
without data cannot access anything in the globe. Then automatically data need
security in the globe. In default, many data security algorithms are available in
the globe. But I take the two previous security methods are Salsa and ChaCha.
In this work, it has been discuss the drawbacks of previous methods, and to
propose a new method named as the RB27 methodology with the matrix of
order N. RB27algorithm has two stages. In the first stage have five processes. 1.
Identifying prime numbers; 2. Apply the prime number in quadratic equations;
3. Merge all numbers; 4. Form a pair from left to right side; 5. Swap the cell
values using before step. In the second stage have five processes. 1. Identifying
the prime number; 2. Find a perfect numbers; 3. Merge all perfect numbers; 4.
Form a pairs from left to right side; 5. Swap the cell values using before step.
RB27 algorithm has compared with ChaCha algorithm.

1. INTRODUCTION

Today’s need security of prediction data [9]. Now we discuss and find the
various attacks and how this attacks are used. The first method discuss about
fault attack of ChaCha, and it is used to rotate the XOR. The second method
discuss about freestyle method, and it is used to different texts are key, nonce,
and messages. The third method analysed the bricklayer attack. The fourth
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method attack is fault injection attack. This attack used to counting the block
and added the matrix. The fifth method attack is hash function Double A. This
function has two processes such as column process and row process. The sixth
method attack is "ann addition rotation XOR" provide the high security. These
methods are existing attacks of this paper. They are proposed the fault injection
attack on ChaCha and Salsa20 ciphers, and this ciphers used to initialize the
matrix, make a key, counting the block, nonce, and added the matrix [1]. They
discussed about the hash function Double A rounds, and this round function has
two rounds like column round and row round [2]. They are mainly discussed
about ann addition rotation XOR (ARX), and this cipher used for high security
[3]. There are mainly analyzed the Double A hash function for the security
purpose [4]. They studied about the power analysis attack and correlations
power analysis (CPA) for the vulnerability of Salsa20. The best attack is power
analysis attack [5]. They are mainly studied the design and implementation
of constant time web assembly. This design is fast and flexible to implement
the secure algorithms [6]. They generalize the notion of probabilistic neutral
bits to probabilistic neutral vectors (PNV), and the set of probabilistic neutral
vectors is no smaller than that of probabilistic neutral bits. It is used to find
and improved the key recovery attacks on reduced the round of Salsa20 and
ChaCha [7]. SRB21 methodology are proposed by Somasundaram Rajaprakash
Bagahbasha21 and they mainly discuss the prime numbers of the secret key
[8]. Finally, the final method is ChaCha20/4 process, and it is ovolo round
process and each process is southeast diagonal process, and provide tiny bit data
security. To overcome this drawback, to proposed new algorithm Rajaprakash
Bagathbasha27 (RB27) in this current work.

2. METHODS

Table 1 and Table 2 are encryption and decryption.

3. ENCRYPTION

A is analyzed prediction twitter or facebook data matrix [10].



SECURING THE PREDICTION DATA USING RB27 ALGORITHM 6709

Equation "(1)"

A =

1/2 1 3/2

2 5/2 3

7/2 4 9/2


Pair-1 (3, 6)

ME =

1/2 1 3

2 5/2 3/2

7/2 4 9/2


Pair-2 (8, 5)

ME =

1/2 1 3

2 4 3/2

7/2 5/2 9/2


Pair-3 (5, 6)

ME =

1/2 1 3

2 3/2 4

7/2 5/2 9/2


Pair-4 (5, 4)

ME = ME =

1/2 1 3

3/2 2 4

7/2 5/2 9/2


"Equation "(2)" [10]

Pair-1 (6, 2)

EPN =

1/2 4 3

3/2 2 1

7/2 5/2 9/2


Pair-2 (8,4)

EPN =

1/2 4 3

5/2 2 1

7/2 3/2 9/2


Pair-3 (9, 6)

EPN =

1/2 4 3

5/2 2 9/2

7/2 3/2 1
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Pair-4 (8,1)

EPN =

3/2 4 3

5/2 2 9/2

7/2 1/2 1


Pair-5 (2,8)

EPN =

3/2 1/2 3

5/2 2 9/2

7/2 4 1



4. DECRYPTION

"Equations "(3)"

D =

3/2 1/2 3

5/2 2 9/2

7/2 4 1


where D is decrypted data matrix.

Pair-1 (8,2)

DPN =

3/2 4 3

5/2 2 9/2

7/2 1/2 1


Pair-2 (1, 8)

DPN =

1/2 4 3

5/2 2 9/2

7/2 3/2 1


Pair-3 (6, 9)

DPN =

1/2 4 3

5/2 2 1

7/2 3/2 9/2


Pair-4 (4, 8)

DPN =

1/2 4 3

3/2 2 1

7/2 5/2 9/2
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Pair-5 (2, 6)

DPN =

1/2 1 3

3/2 2 4

7/2 5/2 9/2


Equations "(4)"
Pair-1 (4, 5)

MD =

1/2 1 3

2 3/2 4

7/2 5/2 9/2


Pair-2 (6, 5)

MD =

1/2 1 3

2 4 3/2

7/2 5/2 9/2


Pair-3 (5, 8)

MD =

1/2 1 3

2 5/2 3/2

7/2 4 9/2


Pair-4 (6, 3)

MD =

1/2 1 3/2

2 5/2 3

7/2 4 9/2


TABLE 1. RB27 Encryption

STEPS RB27 ENCRYPTION
1 Prime number in the given matrix
2 ME = (−b ±

√
(b2)− 4ac)/2a. where ME is encrypted matrix, a,

b, and c are possible prime numbers (1)
3 To form a pair from left to righ
4 All pairs swapped cell values from the given matrix
5 Prime numbers in the Matrix ME".
6 EPN = (ek−1)(ek)− 1 (2)
7 To form a pair from left to right
8 All pairs swapped cell values from the given matrix
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TABLE 2. RB27 Decryption

STEPS RB27 DECRYPTION
1 Prime numbers in the Matrix A".
2 DPN = (dk−1)(dk)− 1 (3)
3 To form a pair from right to left.
4 All pairs swapped cell values from the given matrix.
5 Prime numbers in the Matrix DPN".
6 MD = (−b ±

√
(b2)− 4ac)/2a. where ME is decrypted matrix, a,

b, and c are possible prime numbers (4)
7 To form a pair from right to left.
8 All pairs swapped cell values from the given matrix.

5. CONCLUSION

Today’s need security of prediction data. To overcome these problem to apply
the ChaCha method. This method done only encryption speed with tiny bit data
security. So we proposed novel algorithm is RB27, it has two stages. In the first
stage have five processes. 1. Identifying prime numbers; 2. Apply the prime
number in quadratic equations; 3. Merge all numbers; 4.Form a pair from left
to right side; 5. Swap the cell values using before step. In the second stage have
five processes. 1. Identifying the prime number; 2. Find a perfect numbers;
3. Merge all perfect numbers; 4. Form a pairs from left to right side; 5. Swap
the cell values using before step. Finally, the proposed algorithm has compared
with ChaCha method and the RB27 algorithm has improved the data security
while comparing to ChaCha algorithm. In the future, to add the prime factors
operations of the data security.
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