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SECURITY OF PREDICTING THE DATA USING RB29 ALGORITHM

R. JAICHANDRAN!, P.N PUSHPA2, AMAL NARAYANAN?, K. MINHAJ ALI*,
AND SYED SHAHAZAD THANGAL?

ABSTRACT. Today’s world is data world because each and every people survive
with data. The data produced from social media because everyone people used
media. People’s data is very important in the world. This data does not have
good security so to overcome this issue we apply the proposed method. The
proposed method has four steps; 1. Applying the commutative property of
addition in matrix; 2. Applying the associative property of addition in matrix; 3.
To swap the prime numbers and non negative integer in given matrix; and final
step is multiply the secret key in the matrix. The proposed method provides
good security while comparing with Salsa method.

1. INTRODUCTION

Today’s world is data world because each and every people survive with data.
The data produced from social media because everyone people used media.
People’s data is very important in the world. This data does not have good se-
curity so to overcome this issue we apply the Salsa method. This method has
four round processes and each process also four round processes. This process
changes the places of the data only. Salsa method provides less security; so the
hackers easily hack the data. This author talks the fault attack of the additional
rotations XOR for ChaCha [1]. They are introduced the new method name as
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Freestyle, and this method has used different cipher texts and also introduced
the new concept is hash based halting conditions and key guessing [2]. They
are mainly analysis the side channel analysis for ChaCha, and introduced the
bricklayer attack [3].There are mainly analyzed the Double A hash function for
the security purpose [4]. They are mainly studied the design and implementa-
tion of constant time web assembly. This design is fast and flexible to implement
the secure algorithms [5]. SRB18 algorithm has discuss about security of twit-
ter analysed data [6]. SRB21phase I studied about prime number with secret
key [7]. CBB21 Phase 2 discuss about co-prime numbers [8]. CBB22 algorithm
studied about prime number and quadratic form [9]. To overcome this problem
introduced the novel method RB29( Rajaprakash ans Bagath Basha) 29.

2. METHODS

Commutative property of addition (CP)
This property must have same design matrix otherwise it cannot be add the
matrix, it must be real numbers.

Table 1 and Table 2 are encryption and decryption.

3. ENCRYPTION
A is a data analyzed matrix, B is a secret matrix. [10].

"Equation (1)"

1 2 3 2 4 3

A= |45 6|, B=156 1

7 89 79 8
1 2 3 2 4 3 1+2 244 3+3 3 6 6
CP=14 5 6l+1|5 6 1| =1445 5+6 6+1| =19 11 7

789 79 8 7T+7 8+9 9+8 14 17 17

CP is an input (encrypted) matrix, B and C is s secret matrix.
"Equation (2)"

3 6 6 2 4 3 9 7 8
cPp=19 11 7|, B=1|56 1|, C=|6 4 5|,
14 17 17 79 8 2 31



SECURITY OF PREDICTING THE DATA USING RB29 ALGORITHM 6753

3+2 6+4 6+3 9 7 8 5 10 9 9 7 8
AP = |9+45 1146 7+1|+ |6 4 5| =14 17 8|+ |6 4 5
14+7 17+9 17+8 2 31 21 26 25 2 31

5+9 10+7 948 14 17 17

AP = |144+6 17+4 8+5| = (20 21 13

21+2 26+3 25+1 23 29 26

TABLE 1. RB29 Encryption

STEPS | RB29 ENCRYPTION

1 Analyzed the prediction data from social media.

2 Convert the prediction data to matrix form.

3 Applying the commutative property (CP) of the matrix CP
CP=A+B=B+AQ)

4 Applying the associative property (AP) of the matrix AP
AP=A+(B+C)=(A+B)+C (2)

5 EB = E™ * M (3) where EB is encryption matrix B, E is a
prime number, n>=0, and M is non negative integer.

6 Identify the possible number of prime numbers multiply by
the M for order of matrix.

7 To swap an E and M in a matrix EB.

8 Multiply the secret key S with matrix EB.

9 SKM=AP*S (4) where SKM is Secret Key Matrix

"Equation (3)": £ * M

EB =9 =>EB=3!' *3 =>E=3,n=1, M=3
EB=3" * 9=> E=3, n=0, M=9

Pair of numbers (3,3) and (3,9)

Pair-1(3,3)

14 17 17
EB= (20 21 13
23 29 26
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TABLE 2. RB29 Decryption

STEPS | RB29 DECRYPTION

1 Get the input (encrypted) data matrix.

2 Divide the secret key DS in the matrix SKM. DM1 =
SKM/DS (5) where DM1 is Decrypted Matrix 1

3 DA = D" * M (6) where DA is decryption matrix A, D is a
prime number, n>=0, and M is non negative integer.

4 To swap an D and M in a matrix DA.

3 Minus the secret key matrixes C and B with the matrix DM1.

DM2 = DA — C (7) where DM2 is Decrypted Matrix 2
DM3 = DM?2 — B (8) where DM3 is Decrypted Matrix 3
13 Minus the secret key matrix B with the matrix DM3. DM4 =
DM3 — C (9) where DM4 is Decrypted Matrix 4

Pair-1(3,9)
14 17 26

EB =120 21 13
23 29 17

AP is an input matrix; multiplies with secret key S = 1/2 and "Equation

(4)H.
"SKM = EB % S, where SKM is Secret Key Multiplication".

14 17 26 7 17/2 13
SKM = {20 21 13|-(1/2)=| 10 21/2 13/2
23 29 17 23/2 29/2 17/2

Finally, the all matrix should be closure matrix because of all matrixes could
be same design, and the original matrix could be encrypted successfully.

4. DECRYPTION

SKM is an input (encrypted) matrix; divide the decryption secret key
DS = 1/2 and "Equation (5)."
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"DM1 = SKM/DS"

14 17 26
DM1 =120 21 13

23 29 17

"Equation (6)": DA = D"*M

DA = 9 => DA=3! *3 =>D=3,n=1, M=3

DA=3"*9=> D=3,n=0, M=9

Pair of numbers (9,3) and (3,3)

Pair-1(9,3)

(14 17 17]

DA =120 21 13

23 29 26

Pair-1(3,3) i i
14 17 17
EB =120 21 13

23 29 26

DA is input (decrypted) matrix, B and C is secret matrix and "Equation
(7) and (8)".

14 17 17 2 4 3 9 7 8
DM1= 120 21 13|, B=1|56 1|, C=16 4 5
23 29 26 79 8 2 31

"DM?2 = DA — C, where DM?2 is decrypted matrix 2".

14 17 17 9 7 8 14-9 17—-7 17-38
DM?2= {20 21 13| — |6 4 5| =20—6 21—4 13—-13
23 29 26 2 31 23—-2 29-3 26-—-1
5 10 9
DM?2 = (14 17 8
21 26 25
"DM3 = DM?2 — B, where DM3 is decrypted matrix 3"
5 10 9 2 4 3 3 6 6
DM3= |14 17 8| — |5 6 1| =19 11 7

21 26 25 79 8 14 17 17
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DM3 is input (decrypted) matrix and B is secret key matrix using "Equa-
tion (9)".
"DM4 = DM3 — B, where DM4 is decrypted matrix 4"

3 6 6 2 4 3 3—2 6—-4 6-3 1 2 3
DM4=19 11 7|—-1]|56 1|=]9-5 11-6 7—1|=14 5 6
14 17 17 79 8 14-7 17—-9 17-8 789

5. CONCLUSION

Today’s world is data world because each and every people survive with data.

The

data produced from social media because everyone people used media.

People’s data is very important in the world. This data does not have good

security so to overcome this issue we apply the proposed method. The proposed
method has four steps; 1. Applying the commutative property of addition in
matrix; 2. Applying the associative property of addition in matrix; 3. To swap
the prime numbers and non negative integer in given matrix; and final step is

multiply the secret key in the matrix.The RB29 method provide good security
while compared with Salsa method. In the future, to add the prime factors
operations of the data security.
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