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IMAGE STEGANOGRAPHY ON COMPRESSED AND ENCRYPTED MESSAGE
USING RSA, AES, 3DES,DES, AND BLOWFISH

MASUMEH DAMRUDI! AND KAMAL JADIDY AVAL

ABSTRACT. In today’s world, Vulnerability of confidential information is grow-
ing due to insecure communication channel. Cryptography and steganography
are common techniques of promoting security. A hybrid of these techniques en-
hances the security. In addition, compression of data before encryption leads to
reducing the size of message. In this paper, Huffman code as the compression
technique, RSA, AES, 3DES, DES, and Blowfish algorithms as cryptographic al-
gorithms, and LSB (Least significant Bit) as the steganography algorithm are
employed to encrypt the secret message. The experimental results in the form
of PSNR (Peak Signal to Noise Ratio), MSE (Mean Square Error) and the his-
togram of main and covered image indicates that the mentioned algorithms
achieve appropriate quality of stego image. Huffman code made it possible to
send greater messages than normal.

1. INTRODUCTION

Information security is becoming more important due to the increase of data
transmission on insecure communication environment. In this era, cryptography
and steganography are two common ways of transmitting secure information.
Cryptography is one of the most important aspect of digital word [1]. Cryp-
tography ensure that the encrypted message will be utilized by the authorized
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person. Symmetric key and asymmetric key (public key) are two main ways of
cryptography. Symmetric key uses the same key for encryption and decryption
while asymmetric key employs two different keys. Public key for encryption and
private key for decryption.

Steganography is an effective way for hiding information. Steganography is
categorized into three types including pure, secret key and public key steganog-
raphy. Pure class has no key, secret key class has one key and public key class
has a public and a private key [2].

Compression decrease the capacity of information. There are two kinds of
compression including Lossless and Lossy. The main data and the decompressed
data are exactly the same in lossless data compression while the main data is
not exactly the same of decompressed data in lossy data compression [3].

Cryptography and steganography have more efficient in term of security and
data protection while they are employed together [4]. Compression reduce the
size of the data, therefore the amount of that will be placed in the same cover
image will increases in steganography. Compression before encryption enhance
the security in communication era [5]. Therefore, we employed compression,
encryption, and steganography techniques altogether to achiever more security
and capacity to transfer confidential information.

In this paper, five different encryption algorithms including RSA, AES, 3DES,
DES, and BLOWFISH are employed. LSB as steganography and Huffman coding
as compression techniques are utilized. The unauthorized person cannot realize
the small changes in patterns visually whereas employing LSB as steganography
algorithm [6]. Huffman coding is a lossless data compression algorithm which
is based on the frequency of occurrence of a symbol in the text that is being
compressed [3].

Different works on the mentioned cryptographic algorithms and LSB as stega-
nography algorithm are performed. We presented a work that employs all these
algorithms at the same time and we compared them on the same environment
based on different factors such as encryption and decryption time, SNR (Signal
to Noise Ratio), PSNR (Peak Signal to Noise Ratio), MSE (Mean Square Error)
and the histogram [7]. In this paper, we employed the same cryptographic and
steganography algorithms. in addition, Huffman code is used to increase the ca-
pacity of transmitted data and security. Abdelmged et. al. in [3] and Narayana
in [5] employed Huffman code compression, an encryption algorithm and Lsb
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as steganography algorithm. Abdelmged employed RC4 as cryptographic al-
gorithm and Narayana used RSA as cryptographic algorithm and also Digital
Watermark to help owner identification.

In this study, first the data is compressed by Huffman code. Then, encryption
of data is performed employing RSA, AES, 3DES, DES, and Blowfish algorithms.
Thence the compressed and encrypted message is hidden using LSB technique.
This method leads to more layers of security. Therefore, the intruders cannot
figure out the original message simply. Combination of steganography, cryptog-
raphy, and compression promote the guarantee of protecting data. The Exper-
imental and computational results reveals appropriate quality of stego image
with more capability of sending encrypted message in the same cover image.

2. PROPOSED METHOD

Each of cryptography and steganography alone provide security to transfer a
confidential message. However, combination of cryptography and steganogra-
phy leads to more efficiency. In the proposed method, the confidential message
first compressed using Huffman code, then the compressed message is encrypted
employing RSA, AES, 3DES, DES, and BLOWFISH. The reason is to implement
the method on different types of cryptographic algorithms. Afterwards, the ci-
pher text is hidden inside a cover image utilizing LSB.

The process of the method is as following. First, the considered message
is converted to ASCII code. Then the probability of symbols in the confiden-
tial message are computed to apply in compression algorithm which is Huffman
coding. After compression using the Hoffman algorithm in MATLAB, compressed
text is encrypted by the stated cryptographic algorithms separately. For this rea-
son, the key is generated based on the algorithm that is mentioned. The process
of key generation for RSA is different from AES, 3DES, DES, and Blowfish since
RSA requires two different keys. Thence the message is encrypted with the
mentioned algorithm that is based on java and is imported in MATLAB environ-
ment. The image which is selected for cover in steganography is converted to
grayscale. Afterwards, the cipher text is fed into the LSB algorithm employing
the image. This process is accomplished in MATLAB too. The output of pro-
cedure is the hidden of compressed encrypted message in the selected cover
image. LSB stands for Least Significant Bit Which is the easiest way of image
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steganography [8]. In the LSB algorithm, the least significant bit of each pixel
which is the 8th bit is applied for the message encryption. Changes in the im-
age are not visible to the human eye. The following procedure illustrates the
proposed method.

(1) Define the confidential message
(2) Convert the message to ASCII code
(3) Computation of symbols’ probability in the message
(4) Message compression (Huffman coding)
(5) Key generation
(6) Encryption of message (RSA, AES, 3DES, DES, Blowfish)
(7) Calculate the length of encrypted message
(8) Define the cover image
(9) Convert the image to grayscale
(10) LSB algorithm (encrypted message, cover image)
(11) Convert the result to a visible image
(12) Calculate SNR, PSNR and MSE

The procedure of decompression and decryption are performed to ensure the
correctness of algorithms and implementations. The execution of each crypto-
graphic algorithm is implemented separately.

3. EXPERIMENTAL RESULTS

In this study, two images of size 512 x 512 are utilized as the cover images
from USC-SIPI dataset (http://sipi.usc.edu/database/) for experiments. Figure
1 shows the selected images which researcher widely used for evaluating their
results in steganography. MATLAB R2016a is employed as programming lan-
guage and all parts of the method is implemented on the same environment
which is MATLAB.

The confidential message is written in English alphabet including 1720 bits.
This message first is compressed employing Huffman code. The length of com-
presses message become 919 bits for the selected message. Then the compressed
message is encrypted with the five mentioned algorithms. The compressed
plaintext is the same for all five encryptions. The size of key length for each
encryption is illustrated in Table 1.
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(A) Peppers (B) Baboon

FIGURE 1. Cover images

TABLE 1. Key length of RSA, AES, 3DES, DES, and Blowfish

Algorithm | Key length bits | Message bits | Compressed message bits
RSA 2048
AES 128
3DES 168 1720 919
DES 56
Blowfish 128

The length of keys in bits for cryptographic algorithms which are illustrated
in Table 1, are the most common key lengths that are still secure and utilized
in various applications. In addition, the length of message and compressed
message are represented in Table 1.

Three quality metrics to evaluate the steganography employing Huffman code
compression, the five cryptographic algorithms and the LSB technique are the
signal-to-noise ratio (SNR), peak signal-to-noise ratio (PSNR) and Mean Square
Error (MSE).

MSE depicts the degree of differences or similarity between main image and
steganography image. The less the MSE value of an image is, the better the
quality and distortion from the main image is [9],
2un(T(r,e) = T'(r,c))?

M x N ’
where, M is the total number of rows, NV is total number of columns. Further-

3.1 MSE =

more, (r,c) are rows and columns respectively, 7" is original image, and 7" is the
changed image.
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PSNR is the ratio between the original signal and the distortion signal on an
image [5]. PSNR value defines the image quality. The image has more quality
if the PSNR becomes greater. The PSNR value should be greater than 30dB in
decibels [10],

R2

R imply the maximum fluctuation in the input image data type. Table 2 repre-
sents The SNR, PSNR and MSE values of employing Huffman code compression
along with RSA, AES, 3DES, DES and Blowfish encryption algorithms on confi-
dential message and peppers image as the cover image. The best results of five
times execution applying different keys are illustrated on the mentioned tables.

TABLE 2. The SNR, PSNR and MSE values of employing Huffman
code and RSA, AES, 3DES, and Blowfish on message and Peppers
as cover image

Algorithm | SNR PSNR MSE
RSA 66.3389 | 72.0755 | 0.0040
AES 66.6585 | 72.3951 | 0.0.0037

3DES | 66.8299 | 72.5665 | 0.0036
DES 66.7842 | 72.5207 | 0.0036
Blowfish | 66.3389 | 72.5253 | 0.0036

The values in the form of PSNR which is high, SNR and MSE that is low,
employing Huffman code compression along with RSA, AES, 3DES, DES and
Blowfish encryption algorithms on confidential message and peppers image as
the cover image indicates appropriate results.

Table 3 illustrates The SNR, PSNR and MSE values of employing Huffman
code compression along with RSA, AES, 3DES, DES and Blowfish encryption
algorithms on confidential message and Baboon image as the cover image. The
best results of five times execution applying different keys are illustrated on the
mentioned tables.

High PSNR and low MSE indicates the best results. The outcomes utilizing
Huffman code as compression technique, RSA, AES, 3DES, DES, and Blowfish as
cryptographic algorithms and LSB as steganography algorithm employing Pep-
pers and Baboon images as cover images represent suitable method.
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TABLE 3. The SNR, PSNR and MSE values of employing Huffman
code and RSA, AES, 3DES, DES, Blowfish on message and Baboon
as cover image

Algorithm | SNR PSNR MSE
RSA 66.8437 | 72.2816 | 0.0038
AES 67.0965 | 72.5344 | 0.0036
3DES 67.2546 | 72.6925 | 0.0035
DES 67.2357 | 72.6736 | 0.0035

Blowfish | 67.2216 | 72.6595 | 0.0035

Figure 2 illustrates the stego images of using Peppers respectively.

Figure 1 indicates the cover images of size 512 x 512 as the input of the process
including Peppers and Baboon images. Figure 2 illustrates the stego images
where the confidential message are compressed, encrypted and embed ed into
the mentioned cover images. Huffman code and RSA, AES, 3DES, DES, and
Blowfish encryption algorithms applied as preprocess of steganography.

Measuring the robustness against common statistical attacks, histogram anal-
ysis between the cover image and stego image are employed. The histogram of
stego images and the histogram of cover image considering peppers and Baboon
images are compared in Figure 3 and Figure 4 respectively.

The outcome depicts that there is no significant difference in histograms of the
cover image and stego image in both Peppers and Baboon. The most important
part of this study compared to our previous work is the compression of the
message before encryption and placement in the image, which makes it possible
to send more confidential message in an image.

4. CONCLUSION

In this paper, compression along with cryptography and steganography are
combined to achieve higher security. The compression algorithm is Huffman,
the cryptographic algorithms are RSA, AES, 3DES, DES and Blowfish algorithms
and the steganography technique is LSB. First, the message is compressed by
Huffman code, then it is encrypted via the mentioned encryption algorithms.
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(p) DES (E) Blowfish

FIGURE 2. Stego images of applying (a)RSA (b) AES (c) 3DES (d)
DES (e) Blowfish, and Peppers as cover image

Histogram of stego Image RSA Histogram of stego Image AES Histogram of stego Image 3DES
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FIGURE 3. Histogram of Baboon cover image applying (a)RSA (b)
AES (c) 3DES (d) DES (e) Blowfish
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Histogram of stego Image RSA Histogram of stego Image AES Histogram of stego Image 3DES
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FIGURE 4. Histogram of Peppers stego image applying (a)RSA (b)
AES (c) 3DES (d) DES (e) Blowfish

Thence the cipher text of confidential message is embedded into the cover im-
age applying LSB algorithm. The proposed method is implemented in MATLAB
R2016a. The strength of the proposed method is compared by calculating two
error metrics including PSNR and MSE. The results indicate high PSNR and low
MSE that represent the satisfaction of applying compression and encryption al-
gorithms preprocess of the method. In addition, the confidential message is not
easily figured out by the difference histogram analysis whereas using compres-
sion and encryption algorithms for the first step of steganography. Huffman
coding algorithm not only change the appearance of the message, but also min-
imize the size of the main message and make it more difficult to detect the
confidential message in the cover image after steganography.
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