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ABSTRACT. The security of LUC type cryptosystems was investigated. In this study,
chosen message attack was employed to analyze the security of LUC, LUC3 and
LUC4 cryptosystems. The cryptanalyst invades the system by obtaining a signa-
ture without the sender’s consent, and use it to break the system. Finding shows
that LUC, ¢ cryptosystem is more resilient against chosen message attack compare
with LUC and LUC;3 cryptosystems.

1. INTRODUCTION

The Fourth Industrial Revolution shapes the world into digital and automatic
paradigm. Accordingly, every sector industry is transformed, and the revolution
hastens the digitalization of work as well as human life in every aspect. The in-
creasing of digital marketplace transaction such as e-banking and e-commerce has
unfortunately attracted cybercriminals, consequently become a huge challenge in
digital economy. As such, data integrity and cyber security is a vital component
to ensure security or authentication of confidential data and information in a sys-

tem against the abuse, misuse, unauthorized access and theft. Hence, the world
Lcorresponding author
2020 Mathematics Subject Classification. 94A60, 11T71.

Key words and phrases. ciphertext, decryption, encryption, keys, Lucas sequence, plaintext.
10883



10884 T.J. WONG ET AL.

of virtual marketplace is established by cryptography that plays a key role in en-
suring data integrity and data secrecy of stakeholders as well as the reputation of
businesses.

Public key cryptography (PKC) is an encryption technique for secret writing that
comprises of two keys. Public encryption key is used to encrypt the plaintexts,
whilst private decryption key is used to decrypt the ciphertexts. The well known
public key cryptosystem, RSA scheme is widely employed to secure communica-
tion that required elevated confidentiality. The modulus n of RSA is the product
of two different prime numbers. The security of RSA scheme is based on hard
mathematical problem that is the intractability of factoring large integers.

Smith and Lennon [1] modified Dickson-Scheme

and proposed a LUC cryptosystem after examined the weakness of RSA scheme.
LUC is asymmetric key cryptosystem which is analogous to RSA scheme but based
on the factorization problem and Lucas function. LUC type cryptosystem utilized
the Lucas sequence to either generate the ciphertext from the plaintext, or recover
the plaintext from the ciphertext. Further exercise done by Said and John [2]
extended LUC cryptosystem with cubic polynomial, termed as LUC;3 cryptosystem.
Wong et al. [3] implemented the Lucas sequence and based on quartic polynomial
to develop LUC, ¢ cryptosystem.

Numerous efficiency and security analysis for cryptosystem had been investi-
gated previously [4, 6, 8,9]. In this paper, the chosen message attack had been
selected as a threat against LUC, LUC; and LUC,¢ cryptosystems. The chosen
message attack is a technique based on homomorphic nature of the cryptosystem.
This attack enables the cryptanalyst to obtain a signature without the sender’s
consent. The cryptanalyst chooses a random number and encrypts the plaintext
to become the faulty plaintext. Subsequently, the cryptanalyst would request the
sender to decrypt the faulty plaintext to become the faulty signature. Finally, the
cryptanalyst will generate the corresponding signature by using extend Euclidean
algorithm to break the system.

2. PRELIMINARIES

An N-th order of linear recurrence sequence is a sequence of integers, 7 defined
by [10]
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N
(2.1) Ti=) (-)"*"aTis,
i=1
with initial values, T, 71,...,Tyv_1 and a; are coefficients in N-th order polyno-
mial,
N-1
(2.2) N+ (=1)fa;z" " +ay = 0.

=1

2.1. Second Order of Lucas Sequence. Suppose that a,, a; are the coefficients
and «, [ are the roots of quadratic polynomial defined in (2.2), then the first and
second type of Lucas sequence can be defined as follows:

Definition 2.1. The first and second type of second order Lucas sequence [1] is de-
fined as

Vilar,az) = o™ + "
Un(ah a?) = an - Bna
with initial values Vo =2, Vi = ay, Uy = 0and U; = 1.

The sequences V,, and U, satisfy the linear recurrence properties defined in
(2.1).

Definition 2.2. The (a + b)-th term of second order Lucas sequence [1] is defined as
2‘/a+b = Va% + DUan,
where D is the discriminant of quadratic polynomial.

2.2. Third Order of Lucas Sequence. Suppose that ay, as, az are the coefficients
and a, 3, ~y are the roots of cubic polynomial defined in (2.2), then the first, second
and third type of Lucas sequence can be defined as follows:

Definition 2.3. The first, second and third type of third order Lucas sequence [2] is
defined as

Vi(ar, ag, a3) = " + 5" + 9"

Un(ay, as,as) = o™ + w?B™ + wy"

Wh(a1, az,a3) = o™ + wp™ + wy™,
where w = (—1 ++/—3)/2 is a cube root of unity.
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The sequences V,,, U,, and W, satisfy the linear recurrence properties defined in
(2.1).

Definition 2.4. The (a + b)-th term of third order Lucas sequence [2] is defined as
3Varo = VoV + U Wy, + WU

2.3. Fourth Order of Lucas Sequence. Suppose that a, as, a3 and a4 are the
coefficients and «, /3, v and A are the roots of quartic polynomial defined in (2.2),
then the first until fourth type of Lucas sequence can be defined as follows:

Definition 2.5. The four type of fourth order Lucas sequence [3] is defined as
Volar, ag,as,aq) = o™ + " + 4" + A",
Un(ar, az, azas) = o = " +9" = A",
U,’{(al, az, agay) = o’ — [ — 4"+ A",
Uy'(ar, as, azas) = o™ + " — 4" — A"
The sequences V,,, U/, U/ and U]” satisfy the linear recurrence properties defined
in (2.1).
Definition 2.6. The (a + b)-th term of fourth order Lucas sequence [3] is defined as
AV, =V Vo + ULU) + U'UY + UMU.

2.4. Sixth Order of Lucas Sequence. Suppose that a;, as as, a4, as and ag are
the coefficients; and «y, as, as, a4, a5 and ag are the roots of sextic polynomial
defined in (2.2), then the first until sixth type of Lucas sequence can be defined as
follows:

Definition 2.7. The first until sixth type of sixth order Lucas sequence [3] are defined
as

n n n n n n
/ 2 2
U, = of +way +w ay + ay +way + wag,
" 2 2
U, = af +w oy +way + oy + w oy + woy,
"n __ .n n n n n n
U/ =ao +ay+ a5 — (o +of + o),
v 2 2
U, =af +way +wal — (a] +war +wag),
V. _ n 2. n n n 2. n n
U, = o] +waj +way — (o +w ar + wayg),

where w = (—1 4 1/—3)/2 is a cube root of unity.
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The sequences V,, until U" satisfy the linear recurrence properties defined in
(2.1). In LUC, ¢ cryptosystem, the sixth order Lucas sequence is based on quartic
polynomial. Thus, the roots of polynomial were modified become oy = af3, as =
ay, ag = a\, ay = B, as = B\, and ag = v\, where «, (3, v and ) are the roots of
quartic polynomial in the section 2.3.

Definition 2.8. The (a + b)-th term of sixth order Lucas sequence [3] is defined as
6Voyo = VoV + ULUY + UL U + UMDY + UNUY + UL UL

3. THE LUC-TYPE CRYPTOSYSTEMS

In [5, 7], the application of Lucas sequences in LUC type cryptosystem was pro-
posed, apparently independent on earlier publication in [1, 2].

3.1. LUC Cryptosystem. Suppose that n = pq, the public key, ¢ must be relatively
primes to (p + 1)(¢ £ 1), and the message denoted as M. Then, the ciphertext, C'
can be calculated as

(3.1) EM)=C=V,(M,1) mod n,

where V. (M, 1) is the e—th term of second order Lucas sequence.
The corresponding decryption key, d can be generated by

ed =1 mod ¢(n),

where ¢(n) is Euler Totient function defined as

o= (= (57)) (= (557),

<o2—4> and <C_2—4> are Legendre symbols of (C? — 4) with respect to p and g.

p q
Similar to the encryption process, the plaintext can be recovered in the decryp-
tion process by substituting e and M with d and C respectively into (3.1).

3.2. LUC; Cryptosystem. The LUC; cryptosystem is set up based on the third
order Lucas sequence, V,, which is derived from the cubic polynomial z* — Pz? +
Qr—1 =0, where P and () are are coefficients for cubic polynomial. Both P and @
constitute the plaintexts. Analogous to LUC cryptosystems, LUC; cryptosystem has
a system nodulus n = pq, the public encryption key, ¢ must be chosen relatively
prime to the Euler Totient function ,®(n) in order to solve the congruence ed = 1
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mod ¢(n), and consequently used to find the decryption key d. The ®(n) for LUC;
cryptosystem is defined as
®(n) = pq,
where
pP’+p+1, if f(z) isoftypeof ¢[3] modp
p=4q p*—1, if f(zr) isoftypeof t[2,1] mod p
p—1, if f(r) isoftypeof t[l] mod p

with f(x) = 23 — P2? + Qx — 1. In practise, the public key, e must relatively prime
top+1,q+1,p*+p+1and ¢+ g+ 1 since the ®(n) depends on the type of an
auxiliary polynomial.

The encryption function is defined by

E(Pv Q) = (Ve(P’ Q, 1),Ve(Q,P, 1)) = (01,02) mod n,

where V,(P,Q,1) and V.(Q, P,1) are the e—th term of the third order Lucas se-
quence. The decryption key, d is defined as d = e™! mod ®(n). In order to de-
crypt the plaintext, the receiver must know or be able to compute ®(n) followed
by calculating

D(Cy, Co) = (Va(C1, €, 1), Va(Cr, C1, 1)) = (P,Q)  mod n,

where C; and C; constitutes the ciphertexts; which recovers the original plaintext

(P,Q).

3.3. LUC, 4 Cryptosystem. In the LUC, ¢ cryptosystem, the fourth and sixth order
Lucas sequence had been selected to generate the ciphertext or recover the plain-
text, where the fourth order Lucas sequence is applied to create the first and third
plaintext or ciphertext, whilst the sixth order Lucas sequence is used to create the
second plaintext or ciphertext. Therefore, in LUC,¢ are three plaintexts in each
set. However, in LUC, there is only one plaintext, whilst the number of plaintexts
in the LUC;3 cryptosystem is two.

The encryption key (e, n) is made public, whilst (my, mg, m3) is set of plaintext
wherein must make private. The prime number e must be relatively prime to
the Euler totient function, ®(n) = pg in order to solve the congruence ed = 1
mod ®(n), thus to find the decryption key, d. The Euler totient function, ®(n) can
be defined as

Q(n) - pﬁlilﬁlpg2ilﬁ2 A 'pgr_:L?]?_’f'
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(pP+p?+p+1, if f(x) isoftypeof t[4] mod p;

PP —1, if f(z) isoftypeof ¢[3,1] mod p;

=< pr-1, if f(x) isoftypeof ¢[2,1] mod p;
pi + 1, if f(x) isoftypeof t[2] mod p;
L pi — 1, if f(x) isoftypeof ¢t[l] mod p;

where f(x) = 2* — m2® + mex? — max + 1. In fact, the receiver receives the
ciphertext, (ci, c2, c3) but not the plaintext, (m;, my, m3). Therefore, it is necessary
to make sure type of g(z) = z* — ¢;2® + cu2® — c3z + 1 must same type of f(z) so
that the original plaintext can be revealed correctly. In practice, (n) depends on
the type of auxiliary polynomial. As such, the encryption key, e must be relatively
primetop+1,g+ 1, p*+p+1,°+q+1,p>+p*+p+1,and > +¢*> +q+1to
cover all possible cases.

With these preliminary evaluations, a public-key cryptosystem will be set based
on the Lucas sequence, V; which is derived from the quartic polynomial, z* —
miz> + mox? — msr +1 = 0.

The encryption function is defined as

E(mq,ma,m3) = (¢1,¢9,¢3) mod n

= (Ve(ma, ma, m3, 1),

Vo(my, myms — 1,m3 + m3 — 2my, myms — 1,ma, 1),

Ve(ms, ma,my, 1))
where n = pq, (my, ms, m3) constitutes the plaintext and the coefficients of quartic
polynomial; and (e, n) is the encryption key. V. (my, ms, ms, 1) and V. (ms, ma, my, 1)
are the e-th term of the fourth order of Lucas sequence; whilst, V,(mq, miyms —
1, m3+m32—2my, mymsz—1,my, 1) is e-th term of the sixth order of Lucas sequence.
Akin to LUC and LUC;, the decryption key is (d,n) where d is the inverse of e

modulo ®(n). The receiver must adequate to compute ®(n) and afterward evalu-
ate

D(cy, ca,c3) = (my, ma, mg3)
= (Va(er, e2,¢3, 1),
Valcg,c1c3 — 1,62 + ¢ — 2¢p, 103 — 1,69, 1),
Vi(es, ca,c1,1))  mod n.

which recovers the original message (m — 1, my, m3).
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4., THE CHOSEN MESSAGE ATTACK

4.1. Attack on LUC Cryptosystem.

Proposition 4.1. Let m be the message, (e,n) be the public key for sender, d be the
decryption key, k be the transformation key with gcd(k,e) = 1 and s = Vy(m, 1)
mod n be the signature of message, the cryptanalyst able to obtain the message by
calculating

s =27 V(s D)V,y(m, 1) + (m* — 4)U,(s',1)U,(m,1)] mod n.
where s’ = Vy(m/,1) mod n, m’ = Vi(m,1) mod n and ku + ev = 1 for u,v € Z.

Proof. Since gcd(k,e) = 1, then, there exists u,v € Z such that ku + ev = 1.
Cryptanalyst computes the faulty message,

m' = Vi(m,1) mod n,

and sends to the sender. The sender will then decrypt the faulty message become
faulty signature,
s'=Vy(m', 1) mod n.
As such, the cryptanalyst can compute
Uku(8,1) = Uearu(s,1) = Uy (Vear(s, 1), 1)
(4.1) = Uu(Var(m, 1), 1) = Uu(Va(m', 1), 1)
Uu(s',1) mod n,

(4.2) Ue(5,1) = U, (Ve(s,1),1) = Uy(m, 1) mod n,
and
43) Vu (s, DV, (m, 1) = Vg (m!, 1)V (m, 1) = Vigu(m, 1)V, (m, 1)
. = edku(sa 1)‘/81}(37 1) = Vku(S; 1)‘/37)(3, 1) mod n

after obtaining the faulty signature, s’ from sender. Based on the Definition 2.2,
the (ku + ev)-th term of Lucas sequence can be defined as

4.4) 2Wiiren(8,1) = Vieu(s, 1) Vey(8,1) + DUky(8,1)Uey(s,1) mod n,

where D = m? — 4 is the discriminant of quadratic polynomial, > — mz + 1 = 0.
Since ku + ev = 1 and Vi (s, 1) = s, then substitute (4.1) - (4.3) into (4.4), gives

s =27 V(s D)V, (m, 1) + (m* — 4)U,(s',1)U,(m, 1)] mod n.
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This implies that the cryptanalyst successfully breaks the system. O
4.2. Attack on LUC; Cryptosystem. The attack is akin to LUC cryptosystem.

Proposition 4.2. Let (m,ms) be the set of messages, the public key denoted as
(e,n), the decryption key denoted as d, the transformation key denoted as k, with
gcd(k,e) = 1, and the set of signatures (si, s3) are

s1 = Vy(my,mo, 1) mod n, and
89 = Vy(mg, mq, 1) mod n.
The cryptanalyst able to obtain the message by calculating
s1 =37 [Vi(sh, sh, D)V (my, ma, 1) + Uy (s, s, YW, (mq, ma, 1)
+ W, (s}, 85, 1)U, (m1,ma,1)]  mod n

and
s =371 [V (s, 84, D) Vi (mg, my, 1) + Uy(sh, sy, )W, (ma, my, 1)
+Wo(sh, 81, 1)U, (ma,my,1)]  mod n,
where
sy = Vy(my,mh, 1) mod n,
sy = Vy(mb,mi, 1) mod n,
my = Vi(my1,ms,1) mod n,
my = Vi(ma,mq,1) mod n,
and ku + ev = 1 with u,v € Z.
Proof. The proof of this proposition is similar to the Proposition 4.1. O

4.3. Attack on LUC, ¢ Cryptosystem.

Proposition 4.3. Let (mq,mq, m3) is the set of plaintext, the sender’s public key
denoted as (e, n), private key denoted as d, cryptanalyst’s transformation key denoted
as k such that ged(k,e) = 1 and the set of signature (sy, so, S3), Where

S1 = ‘/d<m17 ma,ms, 1) mod n,
_ 2 2
Sg = Va(ma, mims — 1,m7 +m3 — 2mg, myms — 1,ms, 1) mod n,

s3 = Vy(ms, mg,my,1) mod n,
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then, the cryptanalyst able to obtain the message by calculating
s1 =471 [V (s1, 83, 85, 1)V, (ma, ma, mg, 1)
+ U] (87, s, s5, YU, (my, mag, m3, 1)
+ U/ (s}, s, s5, 1)U (my1, ma, m3, 1)
+U (s}, 8, 55, 1)U (my,ma,m3,1)]  mod n,
52 =67 [Vu(S)WVo(M) + UL (SHUJ (M) + U/ (S)UL(M)
+U(SU (M) + UV (S0 (M) + U (S)UY (M) mod n,

and
s3 =471 [V, (5, sh, 8, 1)V, (ms3, mg, my, 1)
+ U} (5, 85, 1, U, (m3, ma, mq, 1)
+ Uy (83, 85, 81, 1)U (m3, ma, my, 1)
+U!" (85, s, 81, 1)U (m3, ma, my,1)]  mod n,
where

! / ! 7 12 12 ! !/ !
(8') = (83,8185 — 1,87 + 85 — 25y, 8155 — 1,85, 1)
2 2
(M) = (m27m1m3 - 17m1 + mg — 2m27m1m3 - 17m2a 1)7

and (s}, s}, s4) is set of faulty signature and ku + ev = 1 with u,v € Z.

Proof. The proof of this proposition is similar to rhe Proposition 4.1. O

Note that, the calculation for s, is based on sixth order Lucas sequence and in-
volve U’ until UY. However, the cryptanalyst unable to obtain the signature for
LUC, ¢ cryptosystem by using chosen plaintext attack as the sequences U/ until UY
are not Fibonacci sequence wherein the initial values of these sequences are calcu-
late based on the roots of polynomial (refer Definition 2.5 and 2.7). Accordingly, it
is not easy to reveal the original plaintexts due to the difficulties in calculating the
roots of polynomial which use to obtain the initial value of the sequences U}, U/,
U, UV and UY. In this situation, the cryptanalyst can recover the original plain-
text directly without any attacks if he able find the roots of polynomials. However,
theoretically, to best of our knowledge, the roots of polynomial are necessarily to
obtain the exact initial values of the sequences and subsequently break the system.
Hence, this affirmed that the security level of LUC, ¢ considerably more secure as
compared to the LUC and LUC; cryptosystem.
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5. CONCLUSION

In this paper, chosen message attack was employed to analyze the security of
LUC, LUC; and LUC,¢ cryptosystems. This is a severe attack where the crypt-
analyst can easily extract a signature without the permission of the sender. The
cryptanalyst firstly chooses a random number and encrypts the plaintext to faulty
plaintext. The cryptanalyst will then request the sender to decrypt the faulty plain-
text to become the faulty signature. Finally, the cryptanalyst will generate the sig-
nature, and eventually break the system easily. Results shown that the LUC, and
LUC; cryptosystems can be crashed easily without decryption key by using chosen
plaintext attack. However, the cryptanalyst unable to intervene LUC, ¢ cryptosys-
tem at this moment. Thus, it can concluded that the LUC, ¢ cryptosystem is more
secure than the LUC and LUC; cryptosystems.
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