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ABSTRACT. In this article, we intend to bring out a unique system of designing
key exchange protocol (KEP) based on isomathematics. The significant concept
of our proposal is to use ring isopolynomials with the usage of general isointegral
coefficient. This class of KEP is an interesting asset for further study because of
isomathematical structure permutable permutation of ring isopolynomials with
isointeger coefficient (RIPIC).

1. INTRODUCTION

A KEP is a key formation technique where a common secret key is determined
by more than two users as a component of data deliberated by, or connected with
each of these users, in an ideal situation in such a way that no user can foreordain
the subsequent value [1, 2]. In a symmetric key cryptography based protocols,
two conveying users use a commonly identified algorithm and a secret key that
is shared by the users. Secret key exchange can be made possible by employing
few ways like- utilizing out-of-band correspondence, (for example, by telephone,
via mail, manual entry etc.), utilizing a trusted third party key distribution center,
and so forth. The greater parts of these techniques require approximately from
the earlier secret key creation between the protocol and single users. Secret key
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exchange without the utilization of an out-of-band channel still remains an excep-
tionally difficult issue [3].

Diffie-Hellman [4], KEP is the first applied asymmetric cryptographic scheme
that allows more than two users who have not seen each of them ahead of time
to set up a typical secret key over an apprehensive network. These days, the most
ordinarily utilized public KEP’s are number theory based. The theoretical quality
depends upon the structure of abelian groups. Their robustness depends on the
difficulty of solving certain issue over finite commutative algebraic structures. The
discrete logarithm problem [5, 6] is, as one with the integer factorization prob-
lem [7,8] and the elliptic curve discrete logarithm problem [9] which is one of the
primary issues where public key cryptosystems are constructed. In this way, for
the competently computable groups, the discrete logarithm problem is difficult to
break are vital in cryptography [10,11]. Different executions of the Diffie-Hellman
protocol in matrix rings, for different kind of matrices, are offered in [12, 13].
Meshram C. [14] presented some new cryptographic protocol based on double
discrete logarithm problem and some other implication on cryptography protocols
in [15, 17]. This work focuses basically on the design of public KEP’s over ring
polynomial with integral coefficient. Meshram A. [18, 20] offered certain new
cryptographic protocol based on suzuki 2-group and dihedral group which are se-
cure in CPA, IND-CPA, IND-CCA2. Recently, Meshram C. [21] suggested QERPKC
based on Partial Discrete Logarithm Problem (PDLP). Security of the presented
scheme is based on the hardness of PDLP.

2. PRELIMINARIES

In this article, we offer a novel technique for designing KEP based on RIPIC. We
can represent isopolynomials and take them as the underlying work structure. By
doing so, it is much secure and easy to execute the KEP. The rest of the article is
organized different sections. In section 3, we have discussed the related required
background for article. Section 4, explains the proposed RIPIC based KEP. Finally,
in section 5, we have given the conclusions.

Herein, we have explained the definition such as RIPIC, Symmetrical Decom-
position Problem (SDP) over ring < with isopolynomial, Diffie-Hellman Problem
(DHP) over ring < with isopolynomial and some implications on ring isopolyno-
mial.
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Isomathematics:
The framework of isomathematics was first proposed by Santilli [22], which is
generalization of multiplication, division and multiplicative unity “1” in modern
mathematics. By using isomathematics, we show that “Four multiplied by three is
equal to sixty” (for inverse of isounit T̂ = 5 ).

Arithmetic Operations in Modern Mathematics:
We all familiar with arithmetic operations, are addition, subtraction, multiplica-
tion, and division. In modern mathematics, “0” and “1” are additive unity and
multiplicative unity respectively such that:

m+ 0 = m, m− 0 = m, m0 = 1, m× 1 = 1×m = m, m÷ 1 = m,

1÷m = 1
m
, m× n = mn, and m÷ n = m

n
, etc.

Arithmetic Operations in Santilli’s Iso-mathematics:
Santilli [22], define isoaddition +̂, isosubtraction −̂, isomultiplication ×̂ and iso-
division ÷̂ as follows:

m+̂n = m+ κ̂+ n, m−̂n = m− κ̂− n, m×̂n = mT̂n, and m÷̂n =
(

m
n

)
Î ,

where, i) T̂ Î = 1, T̂ is called inverse of isounit Î 6= 1; ii) κ̂ is called isozero.

RIPIC:
We define, additive abelian group (<,+, κ̂) and (<, ∗, Î) for ring <. Let us consider
RIPIC with ring application. Firstly, the concept of scale multiplication over < is
already a known fact.

As n̂ ∈ Z > 0 and x̂ ∈ <, (n̂)x̂ , {x̂+ x̂+ x̂+ ...+ x̂}︸ ︷︷ ︸
n-times

. When n̂ ∈ Z < 0, we

can define (n̂)x̂ , (−n̂)(−x̂) = (−x̂) + ...− x̂︸ ︷︷ ︸
−n-times

. If n̂ = 0, then it can be defined that

(n̂)x̂ = κ̂.

Property 1. For every x̂ ∈ <, we get (ĉ)x̂m̂ ∗ (d̂)x̂k̂ = (ĉd̂)x̂m̂+k̂ = (d̂)x̂k̂ ∗ (ĉ)x̂m̂,∀ĉ, d̂,
m̂, k̂ ∈ Z.

Proof. As per the defined scale multiplication we can conclude that the distributiv-
ity of multiplication with respect to addition, and commutativity of addition.

As per observations, for distinct isonumbers x̂ and ŵ, we get (ĉ)x̂ ∗ (d̂)ŵ 6=
(d̂)ŵ ∗ (ĉ)x̂.
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Assume that f̂(ŷ) = ĉ0 + ĉ1ŷ + ... + ĉkŷk ∈ Z+[ŷ]. is a given RIPIC. By al-
locating this isopolynomial and using an element x̂ in <, an outcome we get
f̂(x̂) =

∑k
i=0(ĉi)x̂

î = (ĉ0) + (ĉ1)x̂ + · · · + (ĉk)x̂
k̂ ∈ <. Further, when we consider

x̂ as a variable in <, then f̂(x̂) can be viewed as a isopolynomial about variable
x̂. All these isopolynomials, taking over all f̂(x̂) ∈ Z+[x̂], can be considered the
extension of Z+ with x̂ denoted by Z+[x̂]. Suitably, it can be called as the set of
<−isopolynomials with 1-ary positive IC.

Let us consider that if f̂(x̂) =
∑k̂

i=0(ĉi)x̂
î ∈ Z+[x̂], ĥ(x̂) =

∑m̂
j=0(d̂i)x̂

î ∈ Z+[x̂]

and k̂ ≥ m̂, then (
∑k̂

i=0(ĉi)x̂
î)+(

∑m̂
j=0(d̂j)x̂

ĵ) = (
∑m̂

i=0(ĉi+ d̂i)x̂
î)+(

∑k̂
i=m̂+1(ĉi)x̂

î),

and as per property and distributivity, it results into (
∑m̂+1

i=0 (qi)x̂
î) = (

∑k̂
i=0(ĉi)x̂

î) ∗
(
∑m̂

j=0(d̂j)x̂
ĵ), where qi =

∑i
j=0(ĉi)d̂i−j =

∑
j+n=i ĉid̂n Henceforth, coming to a

conclusion following is the theorem according to property. �

Remark 2.1. f̂(x̂) ∗ ĥ(x̂) = ĥ(x̂) ∗ f̂(x̂),∀f̂(x̂), ĥ(x̂) ∈ Z+[x̂]. As per observations,
for two distinct variables x̂ and ŵ, we get f̂(x̂) ∗ ĥ(ŵ) 6= ĥ(ŵ) ∗ f̂(x̂).

Some Implication on Ring Isopolynomials:
Assume if (<,+, ∗) a RIPIC. At random selected element b ∈ <, can be define a set
Qb ⊆ < by Qb , {f̂ (̂b) : f̂(x̂) ∈ Z+[x̂]}. Now, let us study the different forms of
SDP and DHP problems over (<, ∗) with its subset Qb respectively.

SDP over Ring < with isopolynomial: For given (ẑ, ŷ, x̂) ∈ <3 and m̂, k̂ ∈ Z, find
ẑ ∈ Qb such that ŷ = ẑm̂x̂ẑk̂.

DHP over Ring < with isopolynomial: Compute x̂ẑ1ẑ2 (or x̂ẑ2ẑ1 ) for given x̂, x̂ẑ1

and x̂ẑ2, where x̂ ∈ G, ẑ1, ẑ2 ∈ Qb.

3. RIPIC BASED KEP

Let us take RIPIC as the basic essential set - up and design an KEP, where the
secret session key can be shared between the two users i.e Shekhar and Akshay
through insecure channel.

The procedure is described as stated below:

(1) For launching the protocol, one of the user’s i.e Shekhar refers two arbi-
trary small, positive integers m̂, k̂ ∈ Z+ and two arbitrary elements ĉ, d̂ ∈ <
to second user i.e Akshay.

(2) Shekhar selects an arbitrary isopolynomial f̂(x̂) ∈ Z+[x̂] such as f̂(ĉ) 6= κ̂

and then takes f̂(ĉ) as his secret key.
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(3) Akshay selects an arbitrary isopolynomial ĥ(x̂) ∈ Z+[x̂] such as ĥ(ĉ) 6= κ̂

and then opts ĥ(â) as his secret key.
(4) Shekhar calculates α̂ = f̂(ĉ)m̂ ∗ d̂ ∗ f̂(ĉ)k̂ and sends α̂ to Akshay.
(5) Akshay calculates β̂ = ĥ(ĉ)m̂ ∗ d̂ ∗ ĥ(ĉ)k̂ and sends β̂ to Shekhar.
(6) Shekhar calculates K̂Shekhar = f̂(ĉ)m̂ ∗ β̂ ∗ f̂(ĉ)k̂ as the shared session key.
(7) Akshay calculates K̂Akshay = ĥ(ĉ)m̂ ∗ α̂ ∗ ĥ(ĉ)k̂ as the common session key.

In regular practice, steps (1), (2) and (4) can be completed at once and require
only one time communication between Shekhar and Akshay. Further, step (3) and
(5) can be completed at once and require only one time communication between
Akshay and Shekhar. At the end, Shekhar and Akshay can perform step (6) and (7)
individually irrespective of further communication. The illustration of the protocol
is shown in the following table.

FIGURE 1. RIPIC based KEP

Example 1. RIPIC based KEP Using Matrix Rings For simplicity, let an integer N =

5 ∗ 3, isounit Î =

[
1 2

3 4

]
and inverse of isounit T̂ =

[
−2 1

1.5 −0.5

]
.

Assume that Shekhar selects; m = 2, k = 3, ĉ =

[
22 30

14 24

]
, d̂ =

[
18 26

14 20

]
and

f̂(x̂) = 5̂x̂3̂ + 3̂x̂2̂ + x̂+ 2̂. Shekhar calculate:
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f̂(ĉ) = 5̂

[
22 30

14 24

]3̂
+ 3̂

[
22 30

14 24

]2̂
+

[
22 30

14 24

]
+ 2̂

[
1 2

3 4

]
=

[
39 58

17 26

]
mod15

f̂(ĉ) =

[
9 13

2 11

]
and

α̂ = f̂(ĉ)m̂ ∗ d̂ ∗ f̂(ĉ)k̂

α̂ =

[
9 13

2 11

]2̂
∗

[
18 26

14 20

]
∗

[
9 13

2 11

]3̂
=

[
7 9

6 5

]
Then, Shekhar sends m̂, k̂, ĉ, d̂ and α̂ to Akshay. Assume that Akshay, after receiving
m̂, k̂, ĉ, d̂ and α̂ from Shekhar, selects a different isopolynomial ĥ(x̂) = 2̂x̂5̂ + x̂ + 3̂

and calculates:

ĥ(ĉ) = 2̂

[
22 30

14 24

]5̂
+

[
22 30

14 24

]
+ 3̂

[
1 2

3 4

]
=

[
14 9

10 12

]
and

β̂ = ĥ(ĉ)m̂ ∗ d̂ ∗ ĥ(ĉ)k̂ =

[
14 9

10 12

]2̂
∗

[
18 26

14 20

]
∗

[
14 9

10 12

]3̂
=

[
9 12

12 0

]
.

After that, Akshay refers β̂ to Shekhar. Lastly, Shekhar computes the session key

K̂Shekhar = f̂(ĉ)m̂ ∗ β̂ ∗ f̂(ĉ)k̂,

K̂Shekhar =

[
9 13

2 11

]2̂
∗

[
9 12

12 0

]
∗

[
9 13

2 11

]3̂
=

[
6 3

3 0

]
While Akshay computes the session key

K̂Akshay = ĥ(ĉ)m̂ ∗ α̂ ∗ ĥ(ĉ)k̂, K̂Akshay =

[
14 9

10 12

]2̂
∗

[
7 9

6 5

]
∗

[
14 9

10 12

]3̂
=

[
6 3

3 0

]
Hence K̂Shekhar = K̂Akshay holds, i.e., the key agreement is successful achieved.
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4. CONCLUSION

In recent times, few of the promising non-commutative groups like as braid
groups, Thompson’s groups, etc. have distinctively figured out various KEP’s. In
this article, we have deigned a unique KEP based on the ring isopolynomials with
isointeger coefficient. This set of KEP is an interesting asset that will pave the way
for further study like authentication, signatures and digital identities; because of
isomathematical structure permutable permutation of ring isopolynomials with
isointeger coefficient.
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