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ABSTRACT. The public key cryptosystem is fundamental in safeguard communi-
cation in cyberspace. This paper described a new cryptosystem analogous to El-
Gamal encryption scheme, which utilizing the Lucas sequence and Elliptic Curve.
Similar to Elliptic Curve Cryptography (ECC) and Rivest-Shamir-Adleman (RSA),
the proposed cryptosystem requires a precise hard mathematical problem as the
essential part of security strength. The chosen plaintext attack (CPA) was em-
ployed to investigate the security of this cryptosystem. The result shows that the
system is vulnerable against the CPA when the sender decrypts a plaintext with
modified public key, where the cryptanalyst able to break the security of the pro-
posed cryptosystem by recovering the plaintext even without knowing the secret
key from either the sender or receiver.

1. INTRODUCTION

Cryptology is part of the number theory. It is regarding the application of formu-
las and algorithms. The roots of cryptology are cryptography and cryptanalysis.
Cryptography is a study or technique to safeguard private data. In contrast, crypt-
analysis is a study of methods to obtain confidential data without the sender’s
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concern. There are three types of cryptography - private key or symmetric cryp-
tography, public key or asymmetric cryptography, and cryptographic hash function
(CHF). Private key cryptography is an encryption technique in which the plaintext
or ciphertext is encrypted or decrypted using just a private key. The public key is
an encryption mechanism that uses both a private key and public key. The private
key is kept secret and used to decrypt the ciphertext, whereas the public key is
made open and used to encrypt the plaintext. The cryptographic hash function
is a technique that maps the message or plaintext into a bit array of a message
digest.

The emergence of Corona Virus Disease (COVID-19) has increased in online
transactions and usage. This phenomenon combined with the ever-evolving tech-
nology, necessitates a concomitant focus on cybersecurity. Therefore, many studies
regarding cryptology were done in the past few years [1-5]. In this paper, a new
public key cryptography was proposed. The proposed cryptosystem is analogous
to the El-Gamal encryption scheme [6]], LUCELG [7], and Menezes-Vanstone El-
liptic Curve Cryptography (MVECC). At the same time, it is based on the cubic of
Lucas sequence and elliptic curve. The proposed cryptosystem’s security problem
is similar to Rivest-Shamir-Adleman (RSA) [8] cryptosystem and Elliptic Curve
Cryptography (ECC) [9,10] based on mathematical problem’s intractability. To
assess its security, the chosen plaintext attack (CPA) was chosen. The CPA is an
attack for cryptanalysis in which the attacker or hacker can encrypt the plaintexts
and obtain the corresponding ciphertext. Using an alternative algorithm, the at-
tacker or hacker can decrypt any ciphertext without knowing the secret key.

2. PRELIMINARIES

2.1. Third Order of Lucas Sequence. The third order of Lucas sequence is a
recurrence sequence of integers, V}, defined by,

(2.1) Vii=a1Vi—1 — agVi—o + Vi3,
for k > 3. The initial values for is defined as
Vo =3,
Vi =a,

nga%—2a2,
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where a; and a, are coefficients for cubic polynomial,
(2.2) 22— axt +ax +1=0.

Suppose that «, 3, v are the roots of cubic polynomial defined in (2.2)), then the
(a + b)-th term of third order Lucas sequence can be defined as follows.

Definition 2.1. The (a + b)-th term of third order Lucas sequence [11|] is defined as
3Vary = VoV + UW, + W, Ui,
where
Vilag,az,1) = o™ + " + 4"
Un(a1,a2,1) = o + w?" + wy"
Wh(a1,az,1) = ™ + wB™ + w?y"
and w = (—1 ++/=3)/2 is a cube root of unity.
Note that the sequences U,, and W, are satisfy the linear recurrence properties
Ty = arTy—1 — agTy—o + Tj_3.
Definition 2.2. The (ab)-th term of third order Lucas sequence [11] is defined as
3Vap(ar, as, 1) = V,(Vi(aq, az, 1), Vy(ag, a1, 1), 1).

2.2. Elliptic Curve. Suppose that finite field or Galois field denote as F,, with p
elements, then the equation for the elliptic curve over [}, is defined as

y* =2’ +ax + B,

where o and 3 are elements for F}, and 4a® + 273% # 0. The set group G is defined
as

G(H) = {(z,y) € Hx H|y* = 2° + az + B} U {o0}

for field H contains F,,.
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3. THE SYSTEM

Suppose that a general group G will be defined based on the elliptic curve de-
fined in Section then the system modulus, n is the order of the group G. In
this system, the Diffie-Hellman Key Exchange method was used to obtain the en-
cryption key. Firstly, the sender and receiver choose a secret key R € G together.
Then, the sender and receiver decided their own secret key a € GG and b € G, re-
spectively. Finally, the receiver generates his public key () = bR € G. Note that the
public key for this system is not the encryption key. Whilst, the public key is the
encryption key for others public key cryptosystems, i.e. RSA, LUC, LUC3, LUC4,6
etc.

Theorem 3.1. Support that the plaintexts denoted as (mq,ms) and the ciphertexts
denoted as
c1 =aR mod n,
Co = ‘/aQ(mth) 1) mod n,
c3 = Vag(me,my,1) mod n,
then, the original plaintexts can recovered by computing
my = Vy(ca,c3,1) mod n
and
me = Vy(cs, c2,1) mod n,
where d is decryption key.
Proof. The theorem can be proved based on the concept of the inverse of recur-

rence sequence.
Suppose that the cubic equation is defined as

f(x) = 2® —myz® + mpz — 1,

then, the Euler totient function can be defined as

n*+n+1, if f(r) modn isof type of ¢[3]
(3.1) d(n) =1 n*—1, if f(z) modn isoftypeof t[2,1] ,

n—1, if f(z) modn isoftypeof {[1]
where ¢[3] is an irreducible cubic equation, ]2, 1] is the product of an irreducible
quadratic equation and a linear factor, and ¢[1] is the product of three linear fac-
tors.
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The inverse of encryption key is denoted as decryption key d, where the encryp-
tion key defined as

e=b-c.
Thus, the decryption key can be obtained by calculating
d=e' mod ¢(n).
As such, the original plaintext can be recovered by evaluating
my = Va(ca, e3,1) = Vipeyy-1(c2,¢3,1)
= Vipar)-1 (Vag(mi,ma, 1), Vag(ma, my, 1), 1)
= Vipar)-t (Vavr(m1,ma, 1), Viyr(ma, my, 1), 1)
= Vi(my,mg,1) =m; mod n
and
my = Vy(cs, €2, 1) = Vipe,)-1(cs, ¢2, 1)
= Vipar)-1 (Vag(ma, ma, 1), Vag(my, mo, 1), 1)
= Vivar) 1 (Varr(ma, my, 1), Vipr(ma, ma, 1), 1)
= Vi(ma,mq,1) =me mod n
U
Practically, the receiver does not have the plaintexts to compute the Euler totient
function. However, the receiver able to calculate the Euler totient function by
using
g(x) = 2* — o2 + 3z — 1.
Hence, the type of g(z) must be the same as the type of f(z). Thus, the value of

a, b, and R must be relatively prime to n — 1, n> — 1, and n? + n + 1 in order to
ensure that their are in the same type.

4. THE ATTACK

In this study, the CPA had been selected to analyse the security of proposed
system. The CPA enable the cryptanalyst to choose plaintexts and view the corre-
sponding ciphertexts or obtain the signatures.



3444 T. J. Wong, L. F. Koo, F. H. Naning, A. F. N. Rasedee, M. M. Magiman, and M. H. A. Sathar

Theorem 4.1. The cryptanalyst is able to obtain the sender’s signatures (s, ss) if
the sender decrypt the plaintext (my, ms) by using modified public key ()’ in the cubic
El-Gamal encryption scheme based on Lucas sequence and elliptic curve, where the
signatures defined as

s1 = Va(my,me,1) mod n,

s = Vyg(mg,my,1) mod n,
Proof. Suppose that a and b are the secret keys for the sender and receiver, respec-

tively. R is the secret key for both sender and receiver. The public key @) is defined
in Section (3| The encryption key is denoted as

e =al) = abR,
the decryption key is denoted as
d=e' mod ¢(n),

and the signatures for the sender is denoted as

s1 = Va(my,ma, 1) mod n,

Sg = Vy(ma,mq,1) mod n,
where (m;, my) are the plaintexts.

First, the cryptanalyst chooses the plaintexts (my, m») and generated a transfor-

mation key & where k is relatively prime to a, b, R, n —1,n?> —1,n?> +n+ 1 and in
the group G defined in Section 2.2

Then, the cryptanalyst modified the public key () by integrating the transforma-
tion key k. The modified public key is denoted as

Q' = kQ.

Next, the cryptanalyst asks the sender to decrypt the chosen plaintexts (m;, ms)
by using the modified public key @)’. If the sender does not aware that the re-
ceived public key is fake and decrypted the chosen plaintexts, then the sender will
generated the faulty signatures (s}, s,) as follows,

¢ = aQ’,
d =¢7' mod ¢(n),

s1 =V (my,ma, 1) mod n,
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and
sy = Vi (ma,my, 1) mod n,
where ¢(n) is defined in (3.1).

Lastly, if the cryptanalyst able to obtain the faulty signatures (s}, s,) from the
sender. Thus, the cryptanalyst manages to obtain the real signatures (s, s2) by
calculating

s1 = Va(ma, ma, 1) = Vigry-1 (ma, ma, 1)
= Vi(kabr)—1 (M1, m2, 1)
= Viar (mq, ma, 1)
= Vi(Va(my, mag, 1), Vg (ma,my, 1), 1)
= Vi(s],5,1) mod n,

and

s9 = Va(mae, my, 1) = Viger)-1(ma, my, 1)
= Vi(kabr)—1 (M2, m1, 1)
= Via(mo,mq, 1)
= Vi (Vo (mg, my, 1), Vi (my, me, 1), 1)

= Vi(sy, 87,1) mod n.

5. CONCLUSION

In this study, a new cryptosystem to safeguard private data was proposed. This
cryptosystem is analogous to the El-Gamal encryption scheme and integrated with
the third order of Lucas sequence and elliptic curve. The CPA was adopted to
analyse the security of the cryptosystem. The system is defenceless against the
CPA if the sender decrypts a plaintext with a modified public key. The cryptanalyst
is capable of obtaining the signature without having the secret key from the sender
and receiver. As such, the cryptanalyst manages to recover the other plaintexts by
using the signature. Consequently, relevant improvements are needed to make the
system variant vulnerable.
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