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A NEW PUBLIC KEY CRYPTOSYSTEM BASED ON GROUP RING

Sassia Makhlouf1 and Kenza Guenda

ABSTRACT. In this paper, we propose a new public key cryptosystem in a non-
commutative group over group ring, using a hard problem, Factorization with
Discrete Logarithm Problem (FDLP). The security analysis of the proposed scheme
is discussed and it is shown that the system is secure.

1. INTRODUCTION

The concept of public key cryptography was first introduced by Deffie and Hell-
man [3] in 1976. Several systems (PKC) were proposed, based on mathemati-
cal hard problems like discrete logarithm problem (DLP)and integer factorization
problem (IFP). The most public key cryptosystems are as follows: the RSA cryp-
tosystem, was intrduced in 1978 by Rivest, Shamir and Adelman [16] and its
variants, and the Elgamal cryptosystem which was introduced in 1985 [6] and its
variants. Many PKCs have been proposed using linear groups, non-commutative
groups and rings [1, 2, 8, 10, 11, 14, 17]. Some properties of matrices have been
used to develop attacks against schemes which use GLn (Fq) [4,12,13]. in order to
avoid such attacks, the authors in [7] introduced a new hard problem, Factorzation
with Discrete Logarithm Problem (FDLP) over the non-commutative semigroup
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Mk×k (Fq [Sr]), this protocol resists the known attacks, also they proposed an Elga-
mal cryptosystem [6] over group ring which is based on FDLP, chosen ciphertext
attack works on this protocol. We improve the above scheme PKC by proposing
a new public key cryptosystem based on the FDLP in general linear group over
group ring, the prime advantage of using GLn (Fq [Sr]) is that the multiplication of
matrices is very efficient [18] and the multiply and square algorithm can be used
for exponentiation [9]. This group is resistant to attacks such as eigenvalue and
determinant attacks [4]. This has been examinad in [9]. The security analysis of
the proposed protocol has been provided.

The basic definitions are given in section 2. In section 3 we present the key
exchange protocol and the Elgamal cryptosystem proposed in [7]. The proposed
PKC; key generation, encryption and decryption is descriped in section 4, analysis
is given in section 5. Finally, section 6 gives the conclusion.

2. PRELIMINARIES

In this section, we give some definitions which will be helpful for later.

Definition 2.1 (Factorization with Discrete Logarithm Problem (FDLP)). Let G be
a finite non-abelian group of order n, and α, β ∈ G, the factorization with discrete
logarithm problem is to find two elements t ∈ G and s ∈ Z such that α = βst [7].

The security and complexity of the FDLP are provided in [7]. The well known
attacks [4,13] are not applicable to the FDLP.

Definition 2.2 (Group ring). Let F be a field, and G be a group. Then the group
ring F [G], is defined to be the set of all linear combinations

γ =
∑
g∈G

bgg,

where bg ∈ F. The sum and the product in group ring are defined as follows:

γ + δ =
(∑

g∈G bgg
)
+
(∑

g∈G cgg
)

=
∑

g∈G

(
bg + cg

)
g
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and
γσ =

(∑
g∈G bgg

)(∑
h∈G dhh

)
=

∑
g,h∈G bgdh (gh)

=
∑

u∈G auu

where δ =
∑

g∈G cgg, σ =
∑

h∈G dhh,

gh = u

and
au =

∑
gh=u bgdh.

For example, consider the group ring F5 [S3] with identity e and let a, b ∈ F5 [S3]

such that
a = 2α + 4β,

b = 3αβ + α2 + β.

Here S3 = ⟨α, β | α3 = 1, β2 = 1⟩. Then

a2 = 4α2 + αβ + 1,

a+ b = α2 + 3αβ + 2α,

ab = 2αβ + 2α + 1.

Consider GL2 (F5 [S3]), the group of 2× 2 invertible matrices under matrix mul-
tiplication. let A,B ∈ GL2 (F5 [S3]) such that

A =

(
α 0

a 1

)
, B =

(
b 1

0 b

)
.

Then

AB =

(
αb α

ab a+ b

)

=

 3α2β + αβ + 1 α

2αβ + 2α + 1 α2 + 3αβ + 2α

 ,

where ab and a+ b are given above.
For more details on group ring, the reader is referred to [15].
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3. A KEY EXCHANGE PROTOCOL BASED ON FDLP

In [7], the authors presented a key exchange protocol. The hard problem of the
proposed protocol is the factorization with discrete logarithm problem (FDLP). Let
G be a finite non-abelian group and H an abelian sub-group of G. Let x ∈ G with
very large order m and CG(x) the centralizer of x in G. The group G,H, x, and m

are publicly known. The protocol is as follows:

(1) Alice chooses a random secret integer a ∈ [2,m− 1] and a secret element
y ∈ H \ CG(x). She computes w1 = xay and sends it to Bob.

(2) Bob chooses a random secret integer b ∈ [2,m− 1] and a secret element
z ∈ H \ CG(x). He computes w2 = xbz and sends it to Alice.

(3) Alice calculates kA = xaw2y as the shared secret key.
(4) Bob calculates kB = xbw1z as the shared secret key.

Since yz = zy, then common secret key is xa+byz.
The security of this protocol is based on the hardness of the FDLP. The com-

plexity and security analysis of the key exchange protocol are provided in [7], the
following attacks were considered: attacks on the DLP and linear algebra, attacks
using the decomposition of group rings [5] and attacks using the properties of
matrices [4, 13]. The authors in [7] shown that for small sizes of q and r, the
complexity is high.

The following is the original cryptosystem given in [7].

3.1. Elgamal Public Key Cryptosystem. Suppose Bob wants to send a message
to Alice using Elgamal cryptosystem [6] for encryption and decryption.

(1) Key generation: Alice selects x ∈ GLk (Fq [Sr]) of large order m and y ∈
H \ CG(x) and a ∈ [2,m− 1] and computes w1 = xay. Then Alice’s public
key is pk = (w1, x) and secret key is sk = (a, y).

(2) Encryption: To encrypte a message, Bob chooses a random secret integer
b ∈ [2,m− 1] and a secret element z ∈ H \ CG(x). He computes C1 = xbz

and C2 = xbw1zM , where message M ∈ GLk (Fq [Sr]) and then sends the
ciphertext C = (C1, C2) to Alice.

(3) Decryption: On receiving the ciphertext C Alice decrypts it by computing:
M = (xaC1y)

−1C2.
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The protocol is vulnerable to a chosen ciphertext attack. The attacker can select
a random invertible matrix M ′ and calculates C2M

′, in this attack he has capability
to make who knows the secret key ( Alice ) decrypt the ciphertext (C1, C2M

′) and
send him back the corresponding plaintext MM ′. Then the attacker obtains the
initial plaintext MM ′(M ′)−1 = M .

To remove this attack we propose a new public key cryptosystem.

4. PROPOSED CRYPTOSYSTEM

The following section explain the proposed PKC: the key generation, encryption
and decryption steps. Our protocol based on the group of invertible matrices over
a group ring and the FDLP. A simple example will also be given.

Suppose that Bob wants to send a message to Alice over an insecure channal of
communication. Let G = GLn (Fq [Sr]) be the group of n × n invertible matrices
over the group ring Fq [Sr] and A an abelian subgroup of G. Let B ∈ G which has
large order m and CG(B) be the centralizer of B in G. The group G, A, B and m

are publicly known.

4.1. Key generation. Alice chooses t, s ∈ {2, 3, . . . ,m − 1} and U ∈ A \ CG(B).
She computes P1 = BtU, P2 = BsU2 and then takes (t, s, U) as her private key and
(P1, P2) as her public key.

4.2. Encryption.

a. Bob randomly selects V ∈ A\CG(B) and a secret integer r ∈ {2, 3, . . . ,m−
1}. He then computes C1 = BrV .

b. Bob convert the message as a matrix M , an element of the semigroup
Mn (Fq [Sr]).

c. Bob computes C2 = k1Mk−1
2 , where:

k1 = BrP1V

k2 = BrP2V

d. Bob send C = (C1, C2) to Alice.
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4.3. Decryption.

a. Alice computes
k1 = BtC1U

k2 = BsC1U
2.

b. Then Alice computes
k−1
1 C2 k2,

which is the message M .

Since U V = V U , then

BtC1U = BtBrV U = Br
(
BtU

)
V = BrP1V

BsC1U
2 = BsBrV U2 = Br

(
BsU2

)
V = BrP2V.

Example 1. Consider GL2(F5 [S3]), A =

{(
1 0

b 1

)
, b ∈ F5 [S3]

}
, and let

B =

(
α 0

0 β

)
,

where m = 6.

4.4. Key generation. Alice chooses t = 2, s = 3 and U =

(
1 0

α 1

)
, and calculates

P1 = B2U =

(
α2 0

0 1

)(
1 0

α 1

)
=

(
α2 0

α 1

)
,

P2 = B3U2 =

(
1 0

0 β

)(
1 0

2α 1

)
=

(
1 0

2αβ β

)
.

Then (t, s, U) is her private key and (P1, P2) is her public key.

4.5. Encryption. Bob chooses r = 4 and V =

(
1 0

α2 1

)
, and computes

C1 = B4V =

(
α 0

0 1

)(
1 0

α2 1

)
=

(
α 0

α2 1

)
,

k1 = B4P1V =

(
α 0

0 1

)(
α2 0

α 1

)(
1 0

α2 1

)
=

(
1 0

α + α2 1

)
,
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and

k2 = B4P2V =

(
α 0

0 1

)(
1 0

2αβ β

)(
1 0

α2 1

)
=

(
α 0

2αβ + βα2 β

)
.

Let M =

(
β 1

0 0

)
be the message. Then Bob computes

C2 = k1Mk−1
2 =

(
1 0

α + α2 1

)(
β 1

0 0

)(
α2 0

4α + 3 β

)

=

(
4α + βα2 + 3 β

β + 3α + αβ + 2α2 + 4 αβ + βα2

)
,

where: k−1
2 =

(
α2 0

4α + 3 β

)
. Then sends C = (C1, C2) to Alice.

4.6. Decryption. For decryption, Alice computes

k1 = B2C1U =

(
α2 0

0 1

)(
α 0

α2 1

)(
1 0

α 1

)
=

(
1 0

α + α2 1

)
,

k2 = B3C1U
2 =

(
1 0

0 β

)(
α 0

α2 1

)(
1 0

2α 1

)
=

(
α 0

2αβ + βα2 β

)
,

and

k−1
1 C2k2

=

(
1 0

4α + 4α2 1

)(
4α + βα2 + 3 β

β + 3α + αβ + 2α2 + 4 αβ + βα2

)(
α 0

2αβ + βα2 β

)

=

(
β 1

0 0

)
= M

,

where: k−1
1 =

(
1 0

4α + 4α2 1

)
.

Remark 4.1. Remark that the message is an element of semigroup Mn (Fq [Sr]) as
the inverse of the matrix M is not needed for decryption or encryption.



364 S. Makhlouf and K. Guenda

5. SECURITY ANALYSIS

5.1. A chiphertext only attack. Let consider the ciphertext C = (C1, C2) of the
plaintext M(i), then we get the system:

C1 = BriVi,

C2 = k1Mk−1
2 .

So to find the plaintext from ciphertext, the attacker needs r and V , but this is
so difficult as solving the factorzation with discrete logarithm problem on a non-
abelian group [7], no one can obtain (r, V ), so he suppose randomly invertible
element V0 = V and get:

V −1
0 C1 = Bri .

Here he has a large system of equations, i.e., the solution becomes infeasible.

5.2. A known-plaintext attack. Now we will discuss the known plaintext attack.
Let the ciphertext plaintext be the pair (Ci,Mi) , (i = 1, 2, 3, · · · ). Let us consider
an attacker knows the plaintext Mi corresponding to ciphertext Ci. From the pair
(Ci,Mi), the attacker wants to find the plaintext Mi+1 corresponding to the ci-
phertext Ci+1. In our proposed PKC, we choose new private keys (r, V ) to get
encryption of every new plaintext. This means that the session key (r, V, k1, k2)

varies in each session. So, knowing an past ciphertext plaintext pair will not pro-
vide any information to find the next unknown ciphertext plaintext pair. Thus our
protocol is secure against this attack.

5.3. Chosen ciphertext attack. In a chosen ciphertext attack, the adversary can
obtain the corresponding plaintext of the ciphertext C = (C1, C2), he can take a
random invertible matrix M ′ ∈ Mn (Fq [Sr]) and calculate C ′ = (C1, C2M

′) which
is MM ′. Then the attacker compute MM ′(M ′)−1 = M the initial plaintext.

However, in our proposed system we have:

C2 = k1Mk−1
2 = B4P1VM (B4P2V )

−1
.

Since the matrices B and V are not commutative, so this attack is not possible.
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6. CONCLUSION

In this paper we proposed a new public key cryptosystem, our protocol is based
on the FDLP using the group of invertible matrices over the group ring Fq [Sr].
We have shown that our scheme is secure against many well know attacks on
protocols.
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